A TexHoONnornu
3alUTbl OETEN

2 apORoH CPene B MHTEPHETE
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NccnepoBaHme pUCKOB, C KOTOPbIMU CTankMBaloOTCS
B CETU HECOBEPLUEHHONETHUE, a TakXXe TEXHONOMUN
NX 3alUTbl KakK HUKOrOa akTyanbHO cenyac, B aroxy,
Korga BeCb MUP NepeLLen B OHNarH. B cuny
BO3pacTa U OTCYTCTBUS OMNbiTa AETU OCOBEHHO
ya3BUMbI 4119 Pa3NNYHOro pona kKubepnpecTyn-
HWKOB, MO3TOMY Mbl AOMXHbI YAENATH NOBbILEHHOE
BHMMaHME X 6€30MacHOCTU B UHTEPHETE.

KaxeTcs, 4yTo Bonpoc 6e3onacHOCTU geTen

B UHTEPHETE HMKOraa He OyneT ndydeH Ao KOHLa,
BeOb KaXablv rod, N gaxe Kaxabi Mecsl,

Mbl HabnoaeM NOsSBNEHNE HOBbIX YrPO3.
CerogHsawHne puckn TpaHchopMmpytoTcs,
pacKpbIBalOTCA U YCUNUBAIOTCS NOA BANSHUEM
TEXHONOrMYEeCKNX TPEHAOB U FNOOanbHbIX
n3MeHeHUn B obuecTtse. Kak Mbl MOXeM obecne-
YnTb 6€30MacHOCTb AETEN B MHTEPHETE U 3alUNTUTb
NX OT PUCKOB, KOTOPbIE HACTYNAT 3aBTpa?

OTOT BOMPOC HYXHO 06CYyXaaTb Ha BCEX YPOBHSX:
OT ObITOBOrO, B pamMkax KaxaoW CEMbM, 40 rOCy-
LAPCTBEHHOrO, pa3BuBas NPOCTPaHCTBO A4
COBMECTHOW OTBETCTBEHHOCTM 3a 6€30MacHOCTb
peten. Hanpumep, VIT-paspabotymkam HeO6Xx0oUMO
CKOHLIEHTPUPOBATbCS Ha pUckax, MPOTUBOAENCTBUE

HoBbin unpposom Mmp
MOMMUMO OYEBUAOHbIX
NAOCOB TanuT B cebe
HemMaso OrnacHoOCTeMWN,
OCOOEHHO ONa aeTen
N NOOPOCTKOB.

KOTOPbIM HEAOCTATOUYHO 3PPEKTUBHO. A BrUsHecC

N BCe KOMMepYeckne NpeanpusaTnsg AONXHbI
cpoenatb 6€30NacHOCTb AeTen NPUOPUTETOM,
yunTbiBas €€ eLlé Ha cTagmm pas3paboTky NponykKTa.
OTOenbHO HYXHO OTMETUTb POSib UHCTUTYTOB
obpasoBaHusa. Ha mown B3rnag, UMEHHO OHUW OOMXKHbI
CTaTb LEHTPaMU 3KCNEPTN3bl NO 3TON TEME.

Ocob6eHHO BaXxHO pa3BmMBaTh Y AETEN HABbIKU
LMPPOBON FUTMEHBI N 6E30MAaCHOIO UCMNONb30BaHMUS
nHTepHeTa. OgHako no-HacToswemy 3dPEeKTUBHO
3aWUTUTb AeTen OT KN6EPPUCKOB 1 NPEAOTBPaTUTL
NX NOSIBIEHNE MOXHO TONbKO O6beaMHUB YCUINS
BCEX 3aMHTEepeCcOBaHHbIX CTOPOH. Takas paboTa
yXe BefgeTcs B paMkax AnbsHca Mo 3awmte geten

B LMPOBOM CPene, OAHUM U3 yYpeanTenemn
koToporo ctan «Poctenekom». KomnaHum-
OCHOBAaTeNn anbsiHca NpunaratT MakCUMyM YCUINN
ONs co3paHus 6e3onacHom 1 6naronpusTHOm
uMdpoBOV Cpedbl, AENATCSA NYyYLWNMUN NPaKTUKaMm

M HOBEMLWIMMU pasdpaboTkaMu BO 6/1aro cambix
MOOAbIX YIEHOB POCCUNCKOro obLiecTBa. YBepeH,
BMeCTe KpyrnHeunwme poCcCMNCcKUe KoMnaHmm
CMOTYT CO3AaTb NO-HaCTOALWEMY 61aronpuaTHYIO
cpepy ans pa3BuTus, obyyeHns n 6e3onacHoro
O6LLUEeHVs geTen B BUPTyanbHOM MPOCTPaHCTBEY.

Muxann OceeBckun,
npeanpeHT NAO «Poctenekom»

BeepeHue

KnioueBble
BbIBOAbI

Knéeppuncku
anga peten
M NoapOCTKOB

KpVIMVIHa.ﬂVI3aLWI$|, BTArmBaHune
B KPUMUHaNbHbI€ NPaKTUKN

MapkeTuHroBoe pgaBneHue,
prycKoBaHHbIe AE€HEXHbIE

OTHOLLUEeHUsA

JlnyHoCTHas aTaka,
ncuxonornyeckoe Hacunune

Lindpposas akcnnyataums,
ucnonb3oBaHue pebeHka ans
co3aaHusl LMPPOBOro KOHTEHTa

MHdopmaumoHHoe paBneHue,
UHPopMaLus, He NpeaHa3HaYeHHas
Ana geten n NogpocTKOB

Appuvkums, dopmuposaHme
3aBUCUMOCTU OT UHTEPHET-Cpeabl

TexHonormnvyeckue
pelleHus no 3awmTe
OEeTEN B UHTEPHETE

Puckn
B 6ynyuiem

PekomeHpaumn
cTeukxongepam

MeTopgonorusa

O6 aBTOpax
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(BeBepeHue)

NHTepHEeT CTaHOBUTCSH HEOTHEMITIEMON YaCTbiO
Hallen X13HU. YPOBEHb NPOHUKHOBEHUS MHTEPHETA
B Poccun — 89 %, a 310 129,8 13 145,9 MunnnoHos
YyenoBek, NPMYeM AeTU N HECOBEPLLUEHHONETHNE
cocTaBnsoT 21,8 % OT HaceneHusa cTpaHbl.

3a 2021 rog konn4yecTBO NoONb30OBaTENEN
WHTEepHeTa yBenuuunochb Ha 4,7 %.! deTtn
ByKBanbHO «pPOXAaloTCs CO CMapTGOHOM B pyke»
N aKTUBHO MOJb3YIOTCS MHTEPHETOM, MPU 3TOM

OHWN OTHOCSHTCS K Hanbornee ys3BUMON KaTeropum
nonb3oBaTenem: UX KOrHUTUBHbIE CMTIOCOBHOCTH,
MUPOBO33PEHNE N HAaBbIKWU KPUTUYECKOTrO

MbILLNEHUS Haxo[saTCa B npouecce GOpMUPOBaHMS.

KonuuecTtBo npecTynneHun B kubepnpocTpaHcTBe
pacTeT. C KaxablM OHEM NOSIBNAIOTCS HOBbIE

MEeXaHWKW, NpeacTaBnsiolme yrposy ans netemn
N NOAPOCTKOB B UHTEPHETE, a CTapble METOAbI
3alunThbl NnepecTatoT paboTaTtb. [IOMUMO cembH,
LUKOJSIbl M MPAaBOOXPaHUTENbHbIX OPraHOB
BaXXHbIMW 3/IEMEHTaMU 3alnTbl AeTEN
cTaHoBaTca NT-pelueHns, BCTPOEHHbIE B
NPUBbIYHYIO LUPPOBYIO CPEAY: MONCKOBbLIE
CUCTEMbI, CoLManbHble CETU, KOMMYHMKa-
LWNOHHbIE CEPBUCHI, UTPbI.

PazpaboTka TeEXHONOrMYeCcknx MeETOOOB
3alWKnTbl AeTeN, HanpaBneHHbIX

Ha obecneyeHne nx 6e30nacHOCTN B OHManH-
cpene, Hepa3pbIBHO CBA3aHa C U3yYeHneM
KM6eppunCKoB, MPeACTaBNSIOWMX YIPO3y

AN HECOBEPLUEHHONETHUX.

NccnepoBaHne «TexHONOrmnm 3aWwnTbl AeTen

B UHTEPHETE» NPOBOAMNOCH ¢ okTabpsa 2021 roga
no anpenb 2022 ropa. B pamkax uccnegosaHus
Obln NPOBEAEH aHanua3 KNbeppmnCKoB ONa geTen

N NOAPOCTKOB, N3YYEHbI TEXHONOIMYECKe Mepbl
NO NPOTUBOAENCTBUIO KNbeppurckam, onpeneneHsol
PUCKN, C KOTOPbIMU HECOBEPLUEHHONETHNE MOTYT
CTONIKHYTbCS B ByaylieMm, a Takxe npennoxeHsbl
peKkoMeHaaummn ansa CTENKXoNaepos.

pucka KnacTepoB

1 Digital 2022 Global Overview Report»,
We Are Social, Hootsuite, 2022

pVCKOB B OyOyLueMm

>>

>>

>>

>>

>>

B ocHoBe nccneposaHusa ucnonb3osancs
NCKYCCTBEHHbIA NUHTENNEKT (MalnHHoe
obyuyeHune). NpeactaBneHHas nHbopmauns

W BblBOAbI NOMy4YeHbl C MPUMEHEHUEM
WHTEeNnneKTyanbHON aHaNINTU4Y€CKON CUCTEMBI
BbIIBIEHNS HOBbIX PbIHKOB, NE€PCNEKTUBHbIX
TEXHONOIMN U METOA0B UX NCMONb30BaHUA
TeqViser. KnacTepHbin aHanu3 npoBoauncs
Ha OCHOBe Bbl6OpPKM, BKOYaloWwen 6onee

21 TbICYM Hay4HbIX paboT.

Ha ocHoBe aHannaa 6onee 500 MCTOYHNKOB
nuTepaTtypbl 66110 BbiSBNEHO 23 puUcka,

yrpoxaiowmx 6e3onacHOCTM AeTen n NogpoCTKOB

B UHTepHeTe. [lna onpepeneHns cTeneHn onacHOCTH
pUCKOB N 3pPEKTUBHOCTU TEXHONOTNYECKUX

peLleHnn No NPOTMBOAENCTBUIO UM Obina gaHa
3KCMNepTHas oueHKa OT NpUrnaweHHbIX K uccnepo-
BaHMIO CNeunannucToB B obnacTtun knéepbesonacHocCTH,
[ETCKOW NCUXONOrMn n COLMONOrnu.

B pamMkax n3y4eHuns TEXHONOrMYECKMX Mep

no NPOTUBOAENCTBUIO Knbeppuckam gnsa geteun
M NOApPOCTKOB 6bINIO NpoaHanM3MpoBaHo bonee
300 nateHTOB, KOMNaHun u NT-peweHun

B obnactu kubepbesonacHoCcTu geTen

n nopgpocTkos. [1o pe3ynbTatam aHannsa 6bino
cdopmMmnpoBaHoO 8 knacTepoB TEXHONOIMYECKNX
pelweHnn.

Ha ocHoBaHuM cyllecTBYIOWMX PUCKOB U psaa
TPEHAOB, NPOANKTOBAHHbIX TEXHOIOINYECKMNMMU,
coumnanbHbIMU U FeOMNONUTUYECKMMN N3MEHEHUAMM,
6b1nm onpepeneHbl 10 obnacTten, B KOTOpbIX 6yayT
dopmMUpoBaTbLCA PUCKN AN HECOBEPLUEHHONETHNX
B 6nmxanwem byayLiem.

Mo peaynbTatam nccnepoBaHus 6binmn
npennoxeHbl pekoMeHpaunm anga CTeMKxXonnepos,
HanpaBneHHble Ha ycuneHue 6e3onacHoOCTU geten
M NOAPOCTKOB B UHTEPHETE.

BeepeHue
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(KnioueBble)
BbIBOObI

Camble onacHble pUCKU
CBSI3aHbl C MCUXONMOrNYECKNM
Hacunnem Hap pebeHKOM

NMPUMUTUBHbIM JIMYHOCTHbIM aTakaM U CHUXaTb
NX 06BbEM, HO HE CNOCO6HbI npenoTBpaTuUTb aTakun
CO CTOPOHDI 60/bLLOro KonMyecTBa 3N0OYyMbIWNEH-

Pucku, npepcraBnsiolme cobom pesynbraT
arpeccrBHOro CTONKHOBEHUS MeXay noabMu,
NMEIOT BbICOKYIO CTEMEHb ONMacHOCTW.

MNpu 3TOM TEXHONOTrNYECKME peLleHns
LOCTaTO4YHO PasBUTbI, YTOObLI MPOTMBOCTOATh

HWKOB UNTN TEX, KTO XOPOLWO oCBeAOMNEH
O npuHUmMnnax pa6OTbI TEXHONOornn.

PelweHnsa, cBa3aHHbIE

C dunbTpaymen KOHTeHTa

N 3alLNTON OeTen OT OHNanH-
MOLLEeHHMNYeCcTBa, Nnpopabo-
TaHbl NyJdlwe opyrmnx

Hanbonee adpdekTnBHO paboTaloT MeToabl
3alUnTbl OT PUCKOB, CBsI3aHHbIE C dUnbTpaumen
1 6NOKNPOBKOM KOHTEHTa NOpHOrpadpunyeckoro

peLleHns, HanpaBneHHble Ha MPOTMBOOENCTBUE
3TUM puUckam, BCTPOEHbI B PYHKLIMOHaN cpasy
HECKOIbKMX KNacTepPOB TEXHONOMMYECKMX Mep
60pbObI (CUCTEMbBI POAUTENBCKOTrO KOHTPONS,
WHTEPHET-PUNBLTPbI), @ TaKXe NPUCYTCTBYIOT
HenocpencTBeHHO Ha nnaTdopmax,
NPEefoCTaBNAIOWNX LUPPOBON KOHTEHT.

N HaCUNbCTBEHHOIO XapakTepa, a Takxe
C NpenoTBpaLLEHNEM CllyYaeB OHNamH-
MOLLUEHHNYECTBA N PacnpPOCTPaHEHMs
onacHbIX ToBapoB. TexHonornyeckune

KniouyeBble BbIBOAbI

Puckn, cBsizaHHble C MIHPOPMALNOHHbIM

N MapKeTUHrOBbIM AaBleHNEM, BOBNEYEHNEM
LeTen B PUCKOBAHHbIE OEHEXHbIe OTHOLLEHMNS,
a Takxe pacnpocTpaHeHneMm gesnHdopmaumm
M KOHTEHTa, HEe NpegHa3Ha4YeHHOoro Ans

geTen n NogpocCTKOB, B 3HAYUTENbHON

HepooueHeHbl puckn, CBA3aH-
Hble C MHGOPMALMOHHbIM
N MapPKETUHIOBbIM AaBfEHNEM

CTeneHn HeoOLEHEHbIl. XOTs CTENKXONAepb!
MHGOPMMPOBaHbI 0O UX HaNM4YUK, HeO6XoOMMO
noBbIWeHne LnMdpOoBON FPaMOTHOCTH

B 06nacTu Ux NpodunakTuKm, a Takxe
KOHCoNupaLmm yCunuim co CTOPOHbI BCEX
BOBNEYEHHbIX CTOPOH.

B cpenHecpoyHOM nepcnekTuee oxmngaeTcs
YyCWUIEHNE PUCKOB, CBA3AHHbIX C Pa3BUTUEM
BMPTYyanbHOW PeanbHOCTUN U MeTaBCENEHHbIX
(pocT BAnAHNS LMPPOBbLIX NHOMIOEHCEPOB,
HOBbl€ BO3MOXHOCTM B3aMOAENCTBUNS MEXAY
B3POCNbIMU U [,ETbMW); UCKYCCTBEHHOTO

Pucku 6ygyuwiero TpebyioT
0Cco60ro BHMMaHus

WHTENNeKTa Kak MHCTPYMEHTa NPecTynHOW
OEeATEeNbHOCTU U TEXHONOMNN BOCNUTaHUS;
pOCTOM LUM$POBOro paspbisa, MHPOPMaLMOHHbIX
BOWH 1 LMPPOBON U30NALNN; HOBBIMW YrpO3amMu
NPMBaTHOCTU N NEePCOHaNbHbIM AaHHbIM
(undpposom cnen, bruomeTpus).

PasBuTne TexHonornm kak nopoxgaiowmx kKnéep-
PWCKW, Tak U HanpaBneHHbIX Ha 60pPbOY C HNUMMU,
NPONCXoaNT KpanHe anHamuyHo. B npouecc noucka
peLweHnn B aTon chepe JOMKHO ObITb BOBMEYEHO
MHOXeCTBO Cy6bekTOoB. [1pn 3TOM CTENKXONAEPSI

Bopbba ¢ knbepyrposzamu
TpebyeT B3anMoaencTBus
MHOXeCTBa CTENKXONOEPOB

LOJIXHbI ObITb CBOGOOHbBI B MPOSIBNEHUN UHULMA-
TMBbI U 3KCNepuUMeHTupoBaHuu. NMpouecc 6yneT
no-HacTtosuemMy 3pPeKkTUBHbIM B TOM Clyvae,
ecnun oynet copMUPOBaAHO MPOCTPAHCTBO
COBMECTHOW OTBETCTBEHHOCTU 3a pe3ysbTar.



Knéeppuckn
ang petTeuv
N NOOPOCTKOB
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>>  KJIACTEPbI PEJIEBAHTHBbIX

HAYYHbIX PABOT

Knactepusaumsa npegcraenseT cobom
pasbneHne BbIGOPKM OOBEKTOB Ha NOA-
MHOXECTBAa, Ha3blBaeMble KacTepamu,
Tak, YTO6bI KaXabI KNacTep coCToaN

N3 cxoxux obbekTos. Kaxpas Touka

Ha kapTe npeacTaBnsgeT cobon OgHy

M3 Hay4HbIX CTaTen, KOToOpble O6beANHEHDI
B KnlacTepbl MO NPUHA[MEXHOCTH

K onpeneneHHon TemaTuke.

Bcero 6bino BoigeneHo 33 knacTepa
peneBaHTHbIX Hay4HbIx paboT. K Hanbonee
KPYMHbIM K/lacTepam, NpuBneKkaoLnm
BHMMaHue nccnegosaTenemn, MOXHO
OTHECTU: KNOEPOYNINHT, UHTEPHET-
3aBUCUMOCTb U PUCKU CEKCYaNlbHOrO
XxapakTepa (oomoraTtenbcTBa,
nopHorpadunyeckmm KOHTEHT), Tpad-
dUKMHI, a TakXe pUCku, kacarowmecs
6e30MacHOCTN NEPCOHAaNbHbIX
OaHHbIX geTen.

33

knactepa
peneBaHTHbIX
Hay4HbIX paboT

3aTteM Mbl NpoaHanmManpoBann donee

500 oTeyeCTBEHHbIX U 3apyHEXHbBIX UICTOYHUKOB
nuTepaTypbl, B pe3ynbTaTe Yero Bbiaenunm

23 Kno4YeBbIX KNGeppucka o9 HECOBEPLUEHHO-
NEeTHUX 1 crpynnupoBanu nx B 6 6nokos.

3aBUCUMOCTb OT MHTEPHETA

YnotpebneHne mapuxyaHbl

LLIkonbHbIN GYNANHT

CTyneHTbI-
MeaOuKun

Lndposas
NPUBATHOCTb

MepcoHanbHble *ﬁ
OaHHble L

Peknama

[paxpoaHoBegeHne

W _"-. i

MNpo6nemsl
CO CHOM

SOMOoUMOHaNnbHbIN

" . dOH

[1] Kubeppucku ona gpeten n nogpocTkos

CeKcyaanoe Hacunume

CeKkCTUHr

be3onacHocTb peten




KpumnHanuzauus,
BTArMBaHue

B KPUMWHanNbHbIE
npaKTUKn

MapkeTunHrosoe
naBreHue,
PUCKOBaHHbIE
OEHEXHble
OTHOLLEHUS

JInyHocTHaga aTaka,
NMCUXONOrn4yeckoe
Hacunue

BosneueHue peten
B KPUMMHasnbHble
cooblecTBa

MNpopaxa sanpeLLeHHbIX
TOBapPOB W yCnyr

Papunkanunsaunsa
N 9KCTPEMU3M

Tpadpdukmur

MHTepHeT kak kaHan
cOblTa TOBapOB, ONacHbIX
ANS XWU3HU 1 300POBbS
peteun

MNpoaBUHYTblE METOAMKM
MapKeTuHra

TeMHble naTTepPHbl

OHnanH-MOWEeHHUYEeCTBO

Knéepobynnuur
CrankuHr
MPyMuHr

CekcyanbHble
[omMoraTenbcTsa

Lndposas
akcnnyatauus,

NCnonb3oBaHne
pebeHka ons
CO30aHuns ULMdpoBOro
KOHTEHTa

NHdopmaumoHHoe
oaBreHue,
nHdopmauus,

He npefHa3Ha4YeHHas
Ong neten

N NOOPOCTKOB

Aponkuns,
dopmmnpoBaHmne
3aBMICMMOCTM
OT UHTEPHET-
cpenbl

[okcuHr

CospaHune n pacnpocTpaHeHne
MaTepuanos C OETCKON
nopHorpadunemn

Kpaxa, c6op

N aKCnnyaTaums
NepCOHanbHbIX aHHbIX

LLlepeHTuHr

KoHTeHT, cogepxalwnm
CLeHbl Hacunns

MNopHorpadunyecknmn
KOHTEHT

HesnHdopmauunsa

OnacHble TPeHObI
n 4vyenneHpXxwu

ANropuTMbl yaepxaHus
BHUMaHUS

Nrposasa 3aBMCUMOCTb
N36bITOYHOE

MCnosb3oBaHne
NHTEepHeTa
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CTENEHb 3AWLNWLEHHOCTH

15 [1] Kubeppucku ona gpeten u nogpocTkoB
KAPTA PUCKOB
KOHTEHT, cogepxalinm [NopHorpadpunyeckmnm
CLIEHbI HacUUS ﬁ KOHTEHT
NHTepHeT kak kaHan cobiTa 2 [popaxa 3anpeLlleHHbIX
TOBapOB, ONaCHbIX 414 N\ TOBapOB U yCnyr
XU3HW 1 300p0OBbA AeTen
OHnanH-MOLWEHHNYECTBO
N3bbiTouHoe -
NCNONb30BaHWe 14 CospaHne 1 pacnpocTpaHeHne
NHTEPHETA MaTepmanoB C AETCKOW
nopHorpadunen
Kpaxa, coop n akcnnyataumsa 15
nepcoHanbHbIX JaHHbIX 3 Pagmkanuzauma 1 Bosnedvenwve neten
N SKCTPEMNIM B KPUMMWHasbHbIE
[MpOABUHY Tble METOANKMN coobllecTtBa
MapKeTUHra .\4 TpagdukmHr
TeMHble
naTTePHsbI -9 KnbepbynamHr
ANropuTMmbl CekcyanbHble
YREPXaHNA LoMoraTenbCTBa
BHMMaHUS
\ L CrankuHr
Nrposas
38BMCUMOCTb o OnacHble \ MoyMuHF
TpeHabl
LepeHTnHr 16 [HesnHdopmaums N YyenneHoxm 13 [dokcuHr

CTEMEHb OMNACHOCTHN

@ Uwnodposas akcnnyaraumg,
ncnonb3oBaHne peberka ang
cospaHns uLMdpOBOro KOHTEHTa

©® KpumnHanmsaums,
BTArMBaHME B KPUMUN-
HanbHble NPaKTNKK

NHdopmaunoHHoe gasneHue,
MHbOpMaLms, He NpegHas3Ha4YeHHas
On9 geTen n NoApOCTKOB

MapkeTuHroBoe gaBnexue,
PUCKOBaHHbIE AeHEXHbIE
OTHOLWEeHWS

Anavkuns, bopmnposBaHme
3aBMCUMOCTM OT MHTEPHET-CPeabl

JlnyHocTHasa aTaka,
ncuxonornyeckoe Hacunme

KonnyecTtso ynommHaHnn
KOHKPETHOro pucka ona geten
1N MOAPOCTKOB B HOBOCTSAX

1 Hay4HbIx paboTax (onpenens-
nocb ¢ nomolulbio TegViser).

B pamkax nccnepoBaHus 6bin npoBeaeH
3KCNEPTHbIN ONPOC, B XOOe KOTOPOro aKcnepThl
OLEHUNN CTENeHb ONacHOCTN U CTENEHb
3PdEKTUBHOCTM TEXHONOMMYECKMX MEP 3aLLnTbI
(cTeneHb 3alWULLLEHHOCTI) Kaxaoro pucka.

No pesynbTaTam onpoca Mbl PacrnonoxXxunm Bce
KNGeppmCKn No ABYM OCSAM: KCTEMEHb ONACHOCTU»
(ocb X), «cTeneHb 3awmneHHocTu» (ocb Y).

Takum o6pas3om, Mbl BbiAenunu 4 rpynnbl PUCKOB:

CJCYCXC,

HEOOOUEHEHHbIE — pucku ¢ H1u3knmm
CTENEeHAMU ONacHOCTU U 3aLMULLEHHOCTH

KOHTPOJMMPYEMBbBIE — pucku ¢ Hn3kom
OMNacCHOCTbIO N BbICOKOW 3aLLULLEHHOCTbIO

AKTYATIbHbIE — puckun ¢ BbiICOKMMU
CTENEHSMN ONAaCHOCTM 1 3aLLMLLEHHOCTU

TPEBYIOWME BHUMAHWUA — puckn
C BbICOKOW OMaCHOCTbIO N HU3KOM
3alUMNLLEHHOCTbIO
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KpumMmnHanmnsauus,
BTArMBaHme

B KPUMUHaNbHbIE
NPaKTUKW

K aTOM rpynne oTHOCATCA PUCKW,

KOTOpble NOApas3yMeBaloT BOBeYeHne
OeTen B KPUMWUHanNbHbIe, 3anpeLlleHHble
3aKkoHOOATEeNbCTBOM NPaKkTUKK, Hanpumep:
BOBNeYeHNe geTen B KPpUMUHaNbHble
coobuecTBa, Npogaxy 3anpeLeHHbIX
TOBapOB U YCNyr, pagmkanmaaumio

N IKCTPEMU3M, a Takxe TpadPUKUNHT.?

2 TadpduknHr — Toprosnsa noabMu

1>> BOBJIEYEHUE OETEN

[1] Kubeppucku ona gpeten n nogpocTkos

B KPUMUHAIIbHbIE COOBILECTBA

[eTtam, cocTosAwmM B rpynnax u coobiecTsax,
nponaraHaMpyoWnx 4eCTPYKTUBHbIE AENCTBUS,
aKTUBHO HaBA3bIBalOTCA 6€3HPABCTBEHHbIE
LEeHHOCTHK 1 ycTaHoBKKU. Hanpumep,
obecLeHNBaHNE YEIOBEYECKOM XMNBHMU,
NposiBNeHNE arpeccun N XeCTOKOCTMU.

Mpwn aTOM NOQOBHbBIE COOOLLECTBA BOB/IEKAIOT
HeCoBepLIEHHONETHNX B HAPKOMaHWIO,
TemMaTuKy coumonaTm, MacCoBbIX

N pUTyanbHbIX YOUNCTB, cCaTaHN3Ma,
aHapXxuu, Hauuama, aKCTPeMn3ma.

He equHnyHbl cnyyan Bep6oBKY niogen

B TEPPOPUCTUYECKNE OpPraHn3aLmm

yepes MHTEPHET, YTO MPUBOAMUT K
pacnpocTpaHeHuIo TePPOPUCTUYECKON
NOEONOrMN Ha TEPPUTOPUSAX OTAENbHbIX CTPaH,
a TakXe yrpoxaet 6€30MnacHOCTH

N X13HeOesaTeNbHOCTN O6LeCTBa B LIESIOM.

2 >> NPOOAXA SAMNPEILEHHDBIX

TOBAPOB N YCIIY[

NHTepHeT naeT BO3MOXHOCTb NpuobpeTaThb
TOBapbl U ycnyru, ceo6oaHas peannsaums KOTopbIX
3anpeLlleHa unmn orpaHnyeHa 3akoHo4aTeNbCTBOM.
Hanbonee nonynsipHbiv 3anpeLLeHHbIi ToBap,
KOTOPbI HECOBEPLUEHHONETHNE NOKYNaloT Yepes
WNHTEPHET — HAaPKOTUKM.

Kpome Toro, B MHTEpHETE NOAPOCTKN MOTYT
npuo6pecTn HeneranbHOE OpyXue, 3akasaTb
YCNyru no B3fIOMy KOMMbIOTEPOB, TeNedpoHOB,

3 >> PAOUKATIU3ALINA
NnI3KCTPEMU3M

MNogpocTkm B BO3pacTte ot 14 go 17 net
Hanobonee BOCMPUMMUMBbI K paguKanbHbIM
HaLMOHAaNNCTUYECKNM, KCEHODOOBCKNM

N 3KCTPEMUCTCKMM naesm. HacTto B akcTpe-
MUCTCKME W paguKalbHble opraHm3aunm
BepOYIOT Yepes counanbHble CeTu.

Kpome Toro, anropntMbl pekomMmeHaaTeNbHbIX
CEepPBMCOB HaCTPOEHbl Ha NOKa3 MHOpPMaLMK

3 [HapkHet (DarkNet) — cermeHT nHTEpPHETA,
KOTOPbIN CKPbIT U3 06Lero gocTyna

aKKayHTOB B coLceTax U npunoxeHusx. O6bI4HO
AN 9TOro UCNONb3YIOT AapKHET,® obecneymsatoLLnii
aHOHWMHOCTb MOKynaTens n npoaasLa.

[eTtam n nogpocTKam CnoxHee, Yem B3POCbIM,
npuaepXxuneaTbCs Npasui NOBEAEHUS U MOpPasbHbIX
ueHHocTeln B HTepHeTe. OHM MOTyT npnobpeTaTb
3anpeLeHHble ToBapbl U YCNyrn na niobonsiTcTea
UnNu pagm 4yBcTBa NPUYaCTHOCTU K onpeaeneHHon
rpynne nogeu.

B 3aBMCMMOCTU OT MUHTEPECOB NONb30OBaTENS.
Ecnn pebeHok 3anHTepecoBancs pagukanmsa-
umen onpepeneHHon ¢opmbl, BEPOSATHOCTb TOrO,
4YTO anNropPUTMbl MOPEKOMEHOYIOT KOHTPAPryMEHThI,
CMOCOBHbIE ero nepeyoenunTb, KpanHe mana.
Cuctema MOXET HanpaBuTb NONb30BaTENS

K cCooOLlecTBaM paankanos, kaHanam nponaraHabl
N MaTepwunanam, KOTopble TOMbKO yrnyoaT ero
HaKMOHHOCTU N YKPENaT 3KCTPEMUCTCKME B3rnagbl.
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4>>  TPAQOUKUHL

XKepTB TpadPrKuHra nnm TOProsn

noabMn, 6OMBLUIMHCTBO U3 KOTOPbIX
XEHLLMHbI M NOAPOCTKU, MPUHYXAal0T

K NPOCTUTYLIMW, HACUIIbHO 3acTaBNSIoT
paboTaTb, yoMBaloT 4N NpOoAaxu OpraHoB

Ha TpaHCnnaHTaumo, He3aKOHHO YCbIHOBNAIOT
(yoouepsior).

[TOMMMO 3TOro, MIHTEPHET OTKPbIN HOBbIE
$OpMbl PpaboTbl U KOMMEpPLMann3aLunm.
Hanpumep, BugeoTpaHcnsaunm B peanbHOM
BPEMEHMU, B KOTOPbIX NPECTYMNHUK nony4yaeT

MapkeTnHroesoe

OeHbry 3a 6ecyenoBeyYHble AeNCTBUSA
MO OTHOLUEHUIO K PEBEHKY.

MpecTynHMUKM MOTyT HaxoOuTb NOTEHLMANbHbIX
XepTB B OHNaH-4yaTtax, Ans 3TOro OHW 3aHMMaloTCs
pasBMTMEM COOOLLECTB, NPOPUNINPOBAHNEM XEPTB,
N faxe UCMonba3ytoT peknamy. IHTepHeT Takxe paet
BO3MOXHOCTb HaxoouTb NokynaTenem — peknammpo-
BaTb XepTB TpadPUKuNHra, npueekaTb KIIMEHTOB

N COOBLWHMKOB. [Tpn 3TOM pearnbHble faHHble
NPEeCTYMNHUKOB U UCTOPUS NX 3NOAESHUN CKPbITa

3a 6bapbepamMm 3aKPbITbIX COOBLLECTB 1 B AapkKHETE.

(paBfieHne, ) pUcCKoBaHHbIE

AeHEeXHbl€e OTHOLUEeHUSA

K aTOon rpynne oTHOCATCA PUCKW, B OCHOBE KOTOPbIX
nexart MapKeTUHIOBbl€ MHCTPYMEHTbI, NaTTEPHbI
NOBeAeHNsa U TOHKME NCUXONOornyeckme ynoBku,
co3daHHble ONg MaHUNynAaunumM 0eTbMn, Hanpumep:
CObIT TOBAPOB, OMACHbIX 415 XNU3HN 1 300POBbS
oeTen, NPOABUHYTbIE METOAUKM MAaPKETUHra,
TEMHble NaTTEPHbl U OHNAaNH-MOLIEHHNYECTBO.

MapKeTMHrOBbIe, NCUXoNIornyecKkme n pusamHepckme UHCTPYMEHTbI,
ucnonb3ymumecqa Kak 3akoHHO, Tak U He3aKOHHO, Yallue Bcero

HauesleHbl Ha ns3pnevyeHune d)I/IHaHCOBOFI Bbirogbl, O4HaKO B HEKOTOPbIX
cny4yaax MOrytT npuBectu U K ApyrumMm cepbesHbiM nocneacTBusM.

[1] Kubeppucku ona gpeten n nogpocTkos

5>> UHITEPHET KAK KAHAJL CBbITA TOBAPOB,
ONACHbBIX AN0A9 KU3HU N 3N00POBbA NETEN

[eTtn dopMUpPYIOT COBCTBEHHbIN PLIHOK CObITa

n ybexpaloT poautenen npuodpertartb onpene-
NeHHble ToBapbl, HaNPUMepP, NPOAYKTbI MUTaHWS,
UTpYyLLKK, OOoexay U o0yBb, KOCMETUKY, dNEKTPO-
HUKY 1 KaHUenspckue Toeapsbl. B To xe Bpems,
OHW He CNOCOBHbI NpoaHann3MpoBaTb KauyeCTBO
NOTEHUManbHOW NOKYMKW, a poaMTenn He BCerga
TWaTenbHO NPOBEPSIOT KYNNeHHbIe TOBapsbl.

Peknama n npopgaxa noetdam HekadeCTBEHHDbIX,
OonacHbIX TOBapOB MOXeT NPUBECTU K LEeNTOMY

-

CNeKTPy HEeratnBHbIX I'IOCﬂe,EI,CTBI/IVI —_
B NepBYylo oyepenb, OHU KacaloTCsa 340PO0Bbs
pebeHka.

B HekoTOpbIX cny4asix oeTckue ToBapbl

cofepxXaT TOKCUYHbIE BELLECTBa B KOHLEHTpaL 1K,
B HECKOSbKO pa3 NnpesblllaloLwen 4onyCTUMYIO.
OHU paszgpaxatoT KOXY U CIIN3UCTYIO0 0O0MOYKY,
oTpuvLaTenbHO BO3OENCTBYIOT Ha PENPOAYKTUBHYIO
dYyHKUMIO YenoBeka, MOTyT Bbl3BaTb anfepruio

N paxe pak.
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6 >> NPOABUHYTBIE METOINKU

MAPKETUHIA

I'Iepe,n,osble MapKeTUHIroBble CTpaTernmn
nomMoralT KOMNnaHMAM BbICTpanBaTb
OTHOLWEHUA C KNneHTamMmun, B TOM Yncne
C OeTbMW.

[eTtn — xenaHHasa uenb gns MapKeTONOoros.
Komnanun NMPUMEHAIOT CNTOXHbIE aNrOPUTMbI 4na
HauenmneaHuda peknambl Ha geTten B counanbHbIX
ceTax n urpax, Hanpummep, pataMmaviHUHI

7 >> TEMHbIE NNATTEPHbI

TeMHble naTTepHbl — 3TO TOHKNE NCUXONTO—-
rmyeckune ynoBku 1 an3anHepckme peLueHus,
KOTOpble HaMepeHHO noaTankneatT
nofib3oBaTtenen Ha BbiNOMHEHME ONpeaeneHHbIX
OENCTBUN, NOOLLPSAS MOCTOAHHOE COBEPLUEHUE
NOKYMoK.

CyliecTByeT MHOXECTBO METOAOB
MaHUNYNATUBHOIO An3anHa, KoTopble
nopTankuealoT NoNnb3oBaTenen caenaTb

TO, YEro B NPOTMBHOM Cly4Yae OHM 6bl HE cTanu
genatb. OTWU MeToAbl NONYYNIN LWNPOKOE
pacnpocTpaHeHne B nocnepHue roasbl,

1 npodunuposaHue. Npn aToM NepcoHarnbHble
faHHble 1 npodunu geten LOCTYNHbI AN NOKYMNKK
613HECOM.

[eTn CKNOHHbI NOKyNaTb Ha KapMaHHble AEHbMN
TO, YTO UM peknamupyeTcs. Mpn aToM faxe ecnu
LEeTN HE MOTYT CaMOCTOATENbHO NpuobpeTaTb
TOBapPbl, OHM CMNOCOOHbLI yoexaaTb CBOUX
poauTenen Ha CoBepLUEHME TaKMUX NOKYMOK.

N B HAcToALLEE BPEMS KOMMNAHUN LUNPOKO
NPUMEHSIOT MX Ha AETCKYIO ayanTOpPMUIO.

BosnencTeue TeMHbIX NaTTEPHOB yCyrybnseTcs
TEM, YTO OETU HE MOTYT 3alNTUTb Cebs OT HUX, TaK
Kak He obnagaloT HeO6XOAMMbIMU KOFTHUTUBHbIMU

W aHanMTU4YecKumMmn cnocobHocTamn. OHu
YS3BUMbI, CKITOHHbI K UMMYNbCUBHOMY NOBEAEHMIO,
nerko GopMmnpYyIOT OTHOLLEHUS C NEPCOHaXamu,
NOJAalTCH BAUAHMIO BO3HArpaxaoeHum n ctatycos,
Nnpw 3TOM Y HUX ee He chOPMUPOBaAHO 3penoe
NOHMMAaHME O LEHHOCTU AeHEer U HeJoCTaTOYHO
BbICOKUI YPOBEHb GMHAHCOBOM rPaMOTHOCTH.

8 >> OHNANH-MOLWIEHHNUYECTBO

NHTepHeT-cepBKChI UM NPOrpaMMHOe obecneyeHme
C 0OCTYMNOM B UHTEPHET MOXET UCMONb30BATLCS
ons obmaHa xepTB. K Bugam oHnanH-mMOLWeHHU-
YecTBa MOXHO OTHECTU QULLNHT, noTeEpPeW,
NOAapOYHble akuuK, cnam ¢ 3aMaH4YMBbIMU Npenno-
XEHUAMU, NOALESbHbBIE KOLENbKU NaTeXHbIX
CUCTEM N BCEBO3MOXHbIE NX KOMOBUHALUN.

B cBA3M c TeM, YTO OeTU U NOJZPOCTKM Hanbonee
NOABEPXEHbI BHYLUEHWNIO,

a X NCUXO3MOLIMOHamNbHbIE OCOBEHHOCTH
HaxoOATCs Ha CTagum CO3pPEBaHNA, OHU SBNSIOTCS
0OHOM N3 Hanbonee ysa3BUMbIX KaTteropunemn
XepTB A5 OHNaNH-MOLLIEHHUKOB.

MocneacTems OHMaNH-MOLLIEHHMYECTBA
NMeIOT Kak GMHAHCOBbIE, TaK U cCouMasnbHO-
MCUXONornyeckme NocneacTeuns, BKovamLme
B ce64 ollyLleHne pasoyapoBaHus

M HecnpaseanMeBoCTu, CTpecc.

[1] Kubeppucku ona gpeten u nogpocTkoB

JTInyHocTHa4 ( aTaka,

ncnxonormyeckoe
Hacuinme

&)

K aTom rpynne oTHOCATCS pUCKMN,
KOHEeYHas uefib KOTOPbIX — HAaHeCTH
MOpanbHbI, PUINYECKUN UIN NHON
yuepb KOHKpeTHOMY pebeHkKy, Hanpumep:
KN6epOynnNuHI, CTankKuUHI, FPYMUHT

N cekcyanbHble JoMoraTenbCcTBa.

9> KUBEPBYIJINHL

KnbepbynnuHr nogpasymeBaeT NOBTOPSIOLLMECS
3MNN30abl arpeCCUBHOIO NOBEAEHMS,
HanpaBfeHHble Ha TO, YTOBbI HanyraTb, YHU3UTb
Unn Pa3o3nnTb YenoBeka. Takas popma NoBeAeHUS
BCTpeYaeTCcs B COLManbHbIX CETAX, MECCEHAXEPaX,
UrpoBbIx NnaTdopmMax 1 opPyrux oHnamnH-
nnowapkax. KnbepbynnmHr MoxeT coBepLiaTbcs

N 0eTbMU, U B3POCbIMMN.

Obungunkm B KNbepnpocTpaHCTBE Bonee XeCcTokK
N3-3a aHOHUMHOCTUW — UX CITOXHEE BbISBUTb

N NpuBfeYb K OTBETCTBEHHOCTU. Kpome TOTrO,

OHW HE BUOSAT XEPTBY, @ NO3TOMY HEe BUOAT

nocrneacTBuUn U peadynbTaToB CBOUX AENCTBUN,
4YTO TOMbKO YCYryonaeT cutyaumio.

KnbepbynnuHr HeraTMBHO BNUsET Ha NOBEAEHME,
NCUXO3MOUNOHanbHoe 1 ¢nsnyeckoe 3gopoBbLE
XepTBbl. I3MEHeHNs B 3MOLMOHaNbHOM COCTOSHUN
XapakTepuayloTca pe3kon NnepeMeHon HacTPoOeHNS
B CTOPOHY HeraTmBHbIX 3MOLIMN — 3NOCTM,
pas3npaxuTenbHOCTU, YHbIHUS, 60S3NMBOCTM,
oanHoyecTBa. KOHKPETHbIN SMOLMOHAaNbHbIN
addekT n TaXeCTb NOCNEACTBUN 3aBUCAT

OT pebeHka, HO B KpamHux cny4dasax KnoepoynnnHr
MOXeT CTaTb Jaxe NMPUYNHOWN CaMoybunCTBa.
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dursmyeckme npecnenoBaHns cekcyanbHoro
XapakTepa.

K ocobeHHOCTSIM cekcyalnbHbIX AOMOraTenbCcTB

B MHTEPHETE TakXe OTHOCAT HexenaTtenbHoe
NnonoBoe NoBeaeHne, BblpaxaemMoe B UCMOSIb30BaHUN
LUMPPOBOro KOHTEHTA B YaCTHbIX Mepennckax

nnu Ha Ny6nunyHbix nnatpopmax. Hanpumenp,

06MeH n3obpaxeHnaMn 1 BUAEO CEKCYanbHOIro
XapakTepa, NPUHYXAeHNE U Yrpoab,
n3peBaTenbCTBa Ha CEKCyanbHOW NoYBe.

[1] Kubeppucku ans gpeten n nogpocTkos

Y peten, KOTOpbIE CTAaHOBATCS XEepPTBaMU
CeKcyarnbHOro gomMoraTenbCTBa B UHTEPHETE,
NPOSBAAIOTCA CEPbE3HbIE OTKTOHEHUS

B $M3NYECKOM U MCUXONOMMYECKOM 300PO0BbE.
[ns kaxpown xepTBbl, nogBeprencs
OOMOraTenbCTBY, 3TV NOCNEeACTBUSA YHUKAMbHBbI,
a BOCCTAHOBNIEHNE MOXET ANNTbCH BCIO
XMU3Hb. [loMoraTenbCTBO B UHTEPHETE

MOXEeT nepexoauTb B odnanH U NpMHUMaThb
camyio Kputunyeckyto Gopmy —
NM3HacunoBaHue.

10 >> CTAIKUHL

CTankuHr — naTTepH noBeageHu4d, I'IpOﬂBJ'IﬂIOLLl,VII?ICﬂ
B HaBA34YMBOM npecnenoBaHMn, BbiCnexmnesaHnn

M NPOJONMTXNTENbHbLIX JOMOraTenbCTBax

0O XepTBbl. OTnnyaeTcs BbICOKOW ONIUTENBHOCTLIO,
npucTtanbHbIM BHUMaGHUEM K OENCTBUAM XepTBbl.

Crankep MOXeT NCNONb30BaTh WMPOKUIA CNEKTP
TakTUK U NOAXOAOB B CBOUX JOMOraTenbCTBax
M crnexke 3a xepTBon. Hanpumep, 0bblYHbIE

11> [PYMUHL

[PYMUHI — 3TO yCTaHOBNEHME OPYXECKOro

M 3MOLIMOHANbHOIO KOHTaKTa C pebeHKOM

0119 ero ganbHeunwen cekcyanbHOW nnu
KpUMWHaNbHOWM akcnnyaTaumm, MOWEHHNYeCTBa,
LaHTaxa, KOMNPOMETUPOBaHNS NN OMOraTenbCTB.

OHnanH-rpyMepbl cobunpatoT MHPopMaLmio
O AETSX U HaxoOsT Hanbonee ysa3BUMbIX

N 3NeKTPOHHbIE MNCbMa, 3BOHKW, COObLLEeHMS

W apyrue AencTeums B couceTax, yCTaHOBKa
NPOrpaMMHOro obecneyeHns oas MOHUTOPWHra
Ha yCTPOWCTBa XEepTBbl.

CTankuHr BbI3bIBAET Y XEPTBbI CNEKTP
HeraTUBHbIX 3MOLMI, FMaBHbIMU U3 KOTOPbIX
ABMAIOTCS CTPaxX U OlyLLEHNE NOTEPU
KOHTPONS Haf XU3HbIO.

xepTB. OHM 3HAKOMATCS CPa3y C HECKOMbKUMU
OEeTbMU, @ 3aTEM BbIOMPAIOT CBOIO XEPTBY

M3 Tex, KTO OTpearnposarsn Ha nx CoobLLeHMs,

N aHanua3upyloT couceTn pebeHka, Hanpumep,

Ha NpeamMeT OANHOYECTBA, HEXBATKM BHUMaHMA

1 3aboTbl. [locne aToro rpymepsbl yctaHaBnuBaoT
NCUXONOTNUYECKNI KOHTAKT C pebeHKoM ans
panbHenwen peannsaumm CBOUX Lenemn.

12 >> CEKCYAIIbHbIE JOMOIATENNIbCTBA.

CeKcyaanble goMorartenbCcTtBa BK1lO4aloT
B cebs sanyrmBaHume, nagesaTtenbCTBO
NN NpuHyXxaeHne cekCyanbHOro xapakTtepa,

a TakXXe HexenaTeNlbHOE UMW HeHaanexawee
obellaHne Bo3HarpaxaeHns B O6MeH Ha
cekcyarnbHble YCNYrn, MHble YCTHbIE Unu

Lindposasa (akcnnyartauwus,)

Ncnonb3oBaHue pebeHka
(anga co3paHns )

LMPPOBOro KOHTEHTA

K aTOM rpynne oTHOCATCA PUCKU, KOTOPbIE
HanPsaMylo CBA3aHbl C aKCnayaTaumen
pebeHka unm nHpopmaumm o Hem

B UHTEPHETE, HanpuMep: LOKCUHT, co3aaHne
N pacnpoCTpaHeHne matepuranos C 4ETCKOMN
nopHorpadumnen, kpaxa, coop 1 akcnayatauns
nepCcoHanbHbIX AAHHbIX, @ TAKXE LUEPEHTUHT.

Tak, nepcoHanbHble faHHble pe6eHka MOryT 6biTb packpbiTbl /WY UCNONb-
30BaHbl HeNPaBOMEPHO, YTO NOBEYET 3a CO601 Yrpo3bl Ero $pU3n4ecKomy,
NcrMxoaMouuoHanbHoMy Unu puHaHcoBomMy 6narononyuuio. Mpu aTom

pebeHka MOryT MCMONb30BaTh Al CO3AAHUS LMPPOBOro KOHTEHTa CaMbIMM
pasHbiMy cnocobamu — oT poTorpadum B 6nore poagutenen, 4O HE3aKOHHOM
3KCMyaTauum geTen B NpOM3BOACTBE MaTEPUAsIOB CEKCYasIbHOro XapakTepa.
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13 > [OOKCUHIL

[okcuHr — nybnmyHoe packpbiTve B CeTU
nepcoHasbHon nHGopMaLMmM O YenoBeKe Unu rpynne
nopen. K Takon nHpopmMaumm MoxXeT OTHOCUTBLCS,
HanpumMmep, HacTosiLee UMS, afpec NPOXNBaHUS,
MecTa paboThbl, JaHHble POACTBEHHWKOB, HOMeEpa
TenedoHoB, PuHaHCOBas, MegMUMHCKaa 1 gpyras
naeHTUdMUMpyowas nHpopmauns.

NHorpa nop [OKCUMHIoOM nogpasyMeBaeTcs
He TONbKO Ny6nmnKaumsa faHHbIX, HO U NpoLecc

NnoaroToBKN — c6op MHGOPMaLUN O XepTBe
N 6NIN3KMX XEePTBbI NOCPEACTBOM NCMOIb30BaHNS
couceTen, rocyaapCTBEHHbIX OTHETOB,

NONCKOBUKOB N OPYrnx MCTOYHMKOB I/IHq)OpMaLI,VII/I.

IlnyHaa nHpopmaums pebeHka nybnamnkyeTcs

N pacnpocTpaHsieTcs 6e3 ero cornacus.
[loKCMHI 06bIYHO NPON3BOANTCS HAMEPEHHO,

C Lef1blo OTOMCTUTb, 3anyratb, LWWaHTaXnpoBaTb
NN NHbIM 06Pa3oM HaBpPEeOMUTb XEPTBE.

[1] Kubeppucku ana gpeten u nogpocTkoB

14 >> CO30AHUE U PACNIPOCTPAHEHUE
MATEPUANOB C NETCKOW NOPHOIPA®UEN

C pa3BuUTUEM TEXHONOIMI NOPHOrpaduyeckme mate-
pranbl 0 4eTsaX B 60MbLUMX KONMYECTBax co3naloTcs
N nepepaloTcs NPeCTyNHUKaMm No BCEMY MUPY.

HeBo3MOXHO onpenennTb, CKOMbKO ntogemn
noTpeobnaeT AeTCKyo NopHOrpaduio, TOYHO Tak Xe,
KaK HEBO3MOXHO TOYHO ONpenennTb, CKOMbKo aeTen
CTaHOBSITCS XepTBaMun OEeTCKOM nopHorpadum.

MNMocnepncTteus ona geTen, CTaBLUMX XepPTBaMU,
KpanHe cepbesHbl. Takme npecTynneHns Hanpsamyto
CB$SI3aHbl C HACUNMEM Hag aeTbmu. A TOT dakT,

4YTO XEeCTOoKOe obpalleHne Oblno 3anMcaHo

N pacnpoCTpaHeHo, yCyrybnseT cutyaumto: TpaBma
YCUNNBAETCH 3HAHMEM TOTO, YTO 3anncaHHoe

N N306paxeHHoe Hacunue pacnpocTpaHseTcs

M OOCTaBMgaeT yaoOBONbCTBME OPYTUM.

15 >> KPAXA, CBOP U SKCIIYATALIAA
NEPCOHAJIbHbBIX JAHHbLIX

SkcnnyaTaumns nepcoHanbHbIX aHHbIX
nogpasymMeBaeT NonyYeHne gocTyna K JIMYHbIM
OaHHbIM geTen 1 cbop aTon nHbopmMaLumm
He3aKOHHbIM CMOCO60OM, a Takxe 6e3 cornacus
camux geTeun n nx poguTenen, Bknioyas ganbHenwee
HenpaBOMepPHOE MCMNOoNb30BaHWe. Takxe K AaHHOMY
pUCKY OTHOCATCS OaHHble, NONYyYEeHHbIE 3aKOHHbIM
nyTeM, HO NCMONb3YIOLLMECS B KOPbICTHbIX LIENSsX.

Yallle BCEro et camm ykasbIBaloT JINYHYIO
MHGOPMaLMIO B UHTEPHETE N CBOOGOLHO

16 >> 1WEPEHTUHL

LLlepeHTUHr — 3TO perynspHoOe UCNoMb3oBaHme
poouTensaMu coumnanbHbiX ceTen ons obMeHa
HOBOCTSIMU, N306PaXEHNAMUN N APYrON
nHpopmaumen o getax. Cnoso o6paszoBaHoO

OT aHrMUNCckMx cnoB «share» — penuTbcs,

n «parenting» — BOCNUTbIBaTb, PacTUTb
pebeHka.

[eTn 3a4acTylo NCMbITbIBAIOT HENOBKOCTb, KOTAa
pooutenu nyonukyoT nx potorpadpum. OHM Takxe
WCNbITbIBaOT 6€CNOKOMNCTBO MO NOBOAY TOrO, YTO
OHW HUKaK HEe MOTYT MOBNUATb Ha NyOnMKaunio
doTorpadunm nx poantensamu.

OenaTcst ey ¢ gpyrumu nogpmMu. Mpm 3ToM oHM
cunTaloT KoHOMAEHUMaNnbLHOM MHOPMaLmen
TOMNBKO KOHTaKTHbIE AAHHbIE U HE UCTIbITbIBAIOT
OecnokoncTaa 3a $OTO- N BUOEOKOHTEHT,
KOTOPbIV My6AMKYIOT.

[ocTyn K NINYHbIM AAaHHBIM OTKPbIBaET
BO3MOXHOCTU 411 APYTUX NPaBOHapyLUEHNIA
N PUCKOB, CBSA3aHHbIX C ONACHOCTbIO

LS NICUXNYECKOTO U GUBNYECKOro
300POBbS XEPTBBI.

LLlepeHTUHI MOXET MPUBECTU K UCKAXEHMIO
npencTaBneHnn o peanbHOM Xn3HW. Pogutenu
BbICKa3blBalOT CBOIO TOYKY 3PEHMS, 3a4aCTyIO He
cnpawmsas, YTo 06 3TOM fyMaeT cam pebeHok.
My6n1Kya NOCTbl O CBOUX OETSX, POOMTENN CaMu
€O30aloT LMPPOBOM NOPTPET pebeHKa B MHTEPHETE,
TEM CaMbIM BMELLMBAsCb B €ro UMPOBYIO NOEHTUY-
HOCTb. [TOMMMO TOro, YTO poauTenu Ny6AMKYIOT
doTorpadunm cBonx oeTen U UICTOPUN, CBA3aHHbIE
C VX BOCNUTaHNEM, OHU TaKXe pacKpblBaloT
KoHPUOeHUnanbHyio HGopMaLmMio O CBOUX AETSX,
KOTOpas MOXeT BK/loYaTb NOMIHOE UMs AeTen, aaTy
POXAEHMS, BEC, POCT, FeosioKauuio U Apyrne gaHHble.
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NHdopmaumoHHoe
(paBneHuve,) nHdopmauus,

He npegHa3HayYeHHas

Ona gpeTten n nogpocTKOB

K aTom rpynne oTHOCATCS PUCKK, B OCHOBE
KOTOPbIX NeXNT nibopmaumns, cnocobHas
TpaBMUpPOBaTb, E€3NHPOPMUPOBATD,
NOATONKHYTb pebeHKka K HEBEPHbIM BbIBOgaM
NN ONacHbIM OENCTBUSAM, HanpuMmep:

KOHTEHT, CoaepXalnn CueHbl Hacunus,
NnopHorpadmnyecknm KOHTEHT, Ae3nHdopmauums,
a TakXe onacHble TPpeHObl U YenneHgXu.

MNocnepcTBusA TakMX PUCKOB MOTYT KpanHe
HeraTMBHO cKa3aTbCsl Ha NCUXO3MOLMOHaNbHOM

1 $M3NYECKOM COCTOSIHUM pebeHKa, a TakXe
npeacTaBAsiOT ONaCHOCTb AMS O6LecTBa B LLEENOM.

onpepeneHHoro noeseneHus. [lonrocpoyHbie HeraTMBHblE dMOLMN OETEN MO OTHOLIEHWNIO
adPekTbl 06YCNOBMNEHbI bonee NPOAOIXNTENbHbIM K Hacunmio NOCTENEHHO YMEHbLUAIOTCH,

17 >> W N3y4YeHNEeM TakKOro KOHTeHTa, U3-3a 4ero n d)OpMI/IpyIOTCﬂ HOBbI€ YCTAaHOBKW.

-

18 >> [NOPHOIPAOUYECKNA KOHTEHT.

K Takoro poga KOHTEHTY OTHOCUTCS Ntobas HeTun yyaTcs, Habnogas n npoodys NoBeAeHYeCcKne

OOCTynHas ona socnpuatus ¢opma cueHapum, NO3TOMY OHN OCOH6EHHO BOCMPUNMYMBBI

npeacTasneHms nHdopmaunmn, BOCNPom3- K HeraTMBHbIM NOCNEeACTBUSAM, KOTOPbIE Bbi3blBaeT WHTepHeT cunTaeTcs KNoYeBbIM KaHanom YMBbILWAEHHbIN NOUCK W NOTpebreHne

BopsdLLasa cUTyauum nnn oencTeuns noTpebneHne KOHTEHTa C HAaCUNNeM. pacnpocTpaHeHus NopHorpadunveckoro BO3MOXHbI U3-3a TOr0, YTO MEXaHU3Mbl
HacUNbCTBEHHOIO XxapakTepa, KOTopble KOHTeHTa. [1pn 3TOM OeTu U NOAPOCTKU MOTyT BepudukaLmm BO3pacTa B COLCETSAX U Ha canTax
MNPVUYUHSIOT UKW MOTYT MPUYMHUTDL Bpen KpaTkocpouHble apdekTbl CBS3aHbl C NpoLeccamm CTankmBaTbCsi C MOpHOrpadmen yMbILNEHHO C Takoro pofa KOHTEHTOM HECOBEPLLEHHDI.

OAHOMY NN HECKONbKNM Nnuam. B036y)KD,eHI/IFI M HENOCPEOCTBEHHON UMUTaLMEN N HEYMbILWTEHHO. Cpeum NPUYnNH HenpegHamMmepeHHoro
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CTONKHOBEHUS C NOpHOrpadmnen BbigenaioT
N3YYEHNE CMEXHbIX C CEKCOM TEMATMUK,
Hanpumep, B3anMOOTHOLIEHU Mexay
MYX4YNHOW N XEHLLMHOWN.

MNpwn BCTpeye ¢ nopHorpadmnveckumm
MaTepuanamu 4acTb AeTeN NCMbITbIBAET

19 >> OE3NHOOPMALINA

He3nHdopmaLma — 3To nonbITka co3paTb
NOXHOE BnevaTneHne 1 NOATONKHYTb OO6bEKT
BO3OENCTBUS K XenaeMbiM OENCTBUAM UK
6e3gencTBumio. TO NPOLECC MaHUMYNIMPOBaHNSA
nHdopmaumen, Hanpumep, BBEAEHMNE KOro-nmbo
B 3abnyXaeHne nyTemM NpeaocTaBneHns
HenoMHOW N1 BbIPBAHHOWM N3 KOHTEKCTA
nHbOpPMaLNK, NCKaXeHUs YacTn nHGopmMmaLmu,
pacnpocTpaHeHne CyX0B, XU N TPOMKUX,

HO He nopgkpenfeHHbIX pakTaMmn yTBEPXAEHUN.

NHTepHeT cuntaeTcsa rnaBHbIM KaHanIoOM
N MHCTPYMEHTOM pPacnpoCTpaHeHus

20 >> OQOIIACHbIE TPEH[bI
W YENJIEHOKA

TpeHabl 1 YenneHaXu BOBNEKAOT AeTeN

N NOAPOCTKOB B MacCOBbl€ aKTUBHOCTH,
KOTOpPbI€ MOTYT YyrpoXaTb NCUXNYECKOMY

1 $GM3nNYeCKOMy 300POBbIO YHaCTHUKOB

NN OKPYXaloLWmMx, Yepes coumanbHble CETU

1N OBMEH COOBLEHNSIM B MECCEHAXEPAX.
BoBneuyeHune nponcxoouT nyTem npurnalleHus
ayauToOpUN B UFPY NN COPEBHOBaHNE

C BbIMOJIHEHWEM 3adaHui, oT4yeTamm B poTo-

1 BugeodpopmaTte nnm oHnanH-TPaHCSLUN.

B 60nblUMHCTBE ClyYaeB yyYacTune

B BbINOMHEHUW 3aa4y UKW Urpbl MPUBOAUT

K OnacHbIM NOCNEACTBUSM M3-3a HEMOHUMAHKS
peanbHOro pvcka n HechopmMupoBaBLLETOCS

OTBpaLLleHME, 3aMeLlaTeNbCTBO U TPEBOTY,

HO C KaxabIM Pa3oM 3T OLLYLLEHUS CTaHOBSATCS
cnabee. D70 BNUSET Ha NCUXNYECKOE 300POBbE

n 6narononyyune, B TOM YMCle CTONKHOBEHMS

C nopHorpaduren aBnsTCa NPEANKTOPOM
MOBbILLEHHOW CEKCYasbHOWM arpeccumn n Hecepbes-
HOIO OTHOLIEHUS K CEKCyarbHbIM KOHTaKTaM.

nesnHdopmavmu. Mpu 3ToM 4eTn MOryT 6bIThb
OCO6EHHO YS3BMMbI B BOMPOCAax BOCNPUATHS
nHdOpPMaLK, MOCKONMbKY UX MbILLINEHWE

N KOFHUTMBHbIE CNOCOBHOCTM BCE eLle
pa3BuBaIOTCS.

[eTn He MoryT oueHNTb 4OCTOBEPHOCTb
nHPopmaLmn, C KOTOPOWM OHU CTaNKnUBalTCH
B UHTEPHETE. DTO MOXET NPUBECTU

K GOPMUPOBAHMIO Y HUX NOXHOW KapTUHbI
Munpa, COBEPLLUEHMIO HEKOPPEKTHbIX
OEVICTBUM NO OTHOLUEHUIO K cebe

M OKPY>XaloLWmm.

KpUTUYeCcKoro mblwnexus. Ecnm nogpocTtku

yXe UMeIOT Kakme-nmbo ncuxonormyeckme
npo6nemMbl, B TOM YnCne cynunpanbHble
HaKMOHHOCTW, OHW HAaXOASAT ONacHble TPEHAbI,
ycyrybnsioliee COCTOSHNE, YTO B COBOKYMHOCTH
MOXET MNPUBECTU K Tpareanu.

Cpepun nocnencTsBnm onacHbIX TPEHOAOB MOTYT
ObITb OTpaBneHus, PU3nyeckme n NCUxXono-
rmyeckme TpaBMbl, HAHECEHHbIe cebe n gpyrum,
M gaxe HenpegHaMepeHHbIN nNeTanbHbIM NCXon,
nnu cymnuuna. Kpome Toro, onacHble TpeHapl
MOryT CMOCO6CTBOBATbL CEKCyanuaaumm

OeTen unn BoBneKkaTb UX B KDUMUHaNbHbIE
coobuiecTBa.

Apouvkunmsa,
dopmMumnpoBaHume
3aBMCUMOCTM

OT UHTEPHET-CpPpeObl

[1] Kubeppucku ona gpeten n nogpocTkos

K aTOon rpynne oTHOCATCSA PUCKN,

NPV HAaCTYMNEeHNM KOTOPbIX y pebeHka
bopmMmMpyeTCcsa 3aBUCUMOCTb OT MHTEPHETA
B LLE/IOM U KOHKPETHbIX Ero 3N1€MEHTOB,
HanpuMep: anropuTMbl yaepXaHus
BHUMaHUA, UrpoBas 3aBUCUMOCTb

N U3BbITOYHOE NCMONb30BaHME NHTEPHETA.

21>> AINLCOPUTMbLYOEP>XAHUA

BHUMAHNA

ANropuTMbl aHanM3NPYIOT peakLmnn Nonb3oBaTens,
CUYUTBIBAIOT MOMEHTAaSIbHbIN OTKNIMK Ha MHPOpMaLUIo,
a 3aTeM NoAdUPatOT NMOXOXUN KOHTEHT. Takum
06pas3om, OHM OrpaHNYMBatOT NOTOK MHPOPMaLUK
0O UHTEPECHbIX NONb30BaTeNio Nyo6nnkaumm,
dbopMupyIOT pekoMeHAaL MK, NoKa3blBaloT
TapreTUPOBaHHYIO peknamy.

OcHoBHas Lenb anropMTMOB — YAEPXMBaTb
BHMMaHWe pebeHka Kak MOXHO gonblue. [1ns

3TOro UCMONb3YEeTCH MHOXECTBO MaPKETUHIOBbIX
WHCTPYMEHTOB, Hanpumep, UrpoBblie NeTnu,
cozpatowme apdekT He3aBepPLIEHHOCTN OENCTBUS
1 Bbl3bIBAOLLME CUHAPOM YNYLLEHHbIX BO3MOX-
HocTeln (FOMO, oT aHrn. fear of missing out).

MokasblBas TONMbKO TO, YTO UHTEPECHO
nonb3oBaTenio, anropuTMbl U3HaAYaNbHO
NPOEKTMPYIOTCS Ha NONAPU3aLNio MHEHUN
Ha nio6ble TEMbI, KOTOPbIE BAUSIOT
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Ha CTaHOBJIEHNE MUPOBO33PEHUS AeTen

n noppocTkos. Cuctema nogouvpaet nogen

Nno MHTepecam N yoexaeHusm, oobeanHss

VX B rpynnbl. 9TOT 3ddekT nonyymn Ha3BaHue
«3X0-KaMepbI»: NONb30BaTeNb OKPYXEH TOMbKO

20 > WUICPOBA4A
3ABUCUMOCTDL

MrpoBas 3aBMCMMOCTb XapakTepuayeTcs
NOCTOSAHHOW, MOBTOPSIOWENCS NOTEPEN KOHTPONSA
Haf UrPOBbIM MNPOLLECCOM, MOBbILLEHNEM
npnopuTeTa Urp Hag ApyruMmun nHTepecamm

N NOBCEOHEBHOWN OEeATENbHOCTbIO pebeHka,

a TakXe npofo/IKEHNEM UK ackanaumen

3TOM MOAEeNu NoBefeHnsd, HECMOTPSA

Ha BOSHWKHOBEHWE HEraTUBHbIX MOCNEACTBUN.

Cpenu NpuYmH NrpoBOI 3aBUCUMOCTU BbIAENSAIOT
noBbIWEHWE coumnanbHOro cratyca. Tak, ctatyc
nepcoHaxa 1 QOCTUXEHUS B UTPE HaMpsaMyto
3aBUCSAT OT 3aTpaYeHHOro BpemeHu. Mpu sTom

TOM MHGOPMaLMEN N TEMU NIOABMU, KOTOPbIE
noaTBepPXAaloT OOHY TOUKY 3peHus, NoaKpennas
ero npasorty. [1pn 3TOM MexXAay Takumu rpynnamMm
yCunmBaeTcs pasHuua BO B3rnagax M yCTaHOBKAX,
4YTO NPOBOLMPYET arpeccuto n KOHGANKTHI.

BO MHOIMX Urpax eCTb nnaTtHble BHYTPUUTpOBbIE
npeamMmeTbl, KOTOpble AaloT NoJib30BaTeNo
npenmyuecTBo, 4HTO OKa3blBaeT CUIbHOE
OaBneHne Ha Heokpenuwylo NCUXUKy neten

M NOAPOCTKOB M NOATaNKMBAIOT UX K MOKYMNKaM.

3aBMCMMOCTb OT Urp BbI3bIBaeT pa3nnyHble
NPoOGneMbl C coLuManbHbIM, MCUXONOrNMYECKUM

n paxe ¢mnamveckmm coctosHnem. OHa npmBoanT
K HapyLUEHMIO KNacCU4YeCcKoro coumanbHoro
B3aMMOOeNCTBUS pebeHka C CEMbeEN N APY3bIMMU,
MeHsieT 06pas XM3HU, MellaeT akageMmniecKom
yCcneBaemMoCTH.

23 >> U3BbITOYHOE UCMNONb30OBAHUE

WHTEPHETA

36bITOYHOE NCcnonb3oBaHNe MHTEPHETA
NPUBOOUT K HapPYLUEHMNIO MCUXONOrMYEeCKOro,
CoUManbHOro, MMYHOCTHOrO, aKageMN4YEeCKOro
nnu npodeccnoHanbHOro 61arococToAHUS
Yenoeka. B yacTHbIx cny4vasx aTo nepeTtekaet
B 3aBUCKMMOCTb OT MHTEPHETa — Y YefoBeka
NosIBNAIOTCS HEONpaBaaHHasa TpeBora

N XenaHne NoaklYnTbCS K CeTH

Kak MOXHO ckopee.

K OCHOBHbIM CUMNTOMaM UHTEPHET-3aBUCMMOCTH
OTHOCUTCS HE TOMbKO YBENNYEHNE KONTMYeCTBa
BPEMEHMU, MNPOBEAEHHOTO B UHTEPHETE,

HO 1 Mepenapbl HaCTPOEHWs, YyBCTBO
oAMHoYecTBa, 6ECMOKONCTBO M pasapaxuTenb-
HOCTb. [TOMUMO 3TOrO, UHTEPHET-3aBUCKMbIE

CKJTOHHbI OTKa3blBaTbCs OT OTBETCTBEHHOCTU

N oTpuuaTb NpobnemMsbl. Takne NoapocTKu
Yallle BCEro He MOTryT KOHTPOIMPOBaTb BPEMS,
NPOBEAEHHOE OHNaMH, a TakXe He B COCTOSIHUU
COKPaTUTb €ro CaMOCTOSITENbHO.

Y 3aBMCUMBbIX OT MHTEPHETa U CoLManbHbIX

ceTen NOApPOCTKOB TakXxe HabnopaeTcs
oncmopdodobms — 31O NCUXMYECKOE
pacCTpPONCTBO, MPU KOTOPOM YENOBEK YPEZMEPHO
06€eCrnokKoeH HeaHaunTenbHbIM edpekTom

WM 0OCOBEHHOCTbIO cBOEro Tena. PunbTpbl,
WHCTPYMEHTbI ANS peTyn n o6paboTku
doTorpadunm GopmupyloT y AeTen n NoapoCTKOB
HeBepHble NpeacTaBNeHns O BHELWHOCTH,

4YTO NPUBOJMUT K KOMMNEKCaM B peanbHON XU3HW.

[1] Kubeppucku ona gpeten n nogpocTkos
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TexHonormyeckKue

pelleHna no 3awuTe
DEeTEN B UHTEPHEeTe

% Wy
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>>  KIACTEPbIL

npe,U,VIKTVIBHaﬂ aHalnTukKa

[ 2 ] TexHoOnornyeckme peweHuna no 3awuTte neten B UHTEPHEeTEe

puUcCKa 1 paHXnpoBaTb X B COOTBETCTBU
C BO3pacCTHbIMU rpynnamm neten.

MpenonKTUBHBIE CUCTEMbBI UCMONB3YIOT BonbLune
OaHHble, CTaTUCTUYECKME METOMbI, a TakXe
WNCKYCCTBEHHbIN MHTENMEKT U MallMHHOE ObyyeHme.
MpennkTMBHas aHanuTNKa NoApasymMeBaeT
n3yyeHne oHnanH-cpenbl, B TOM Yncne
anropuTMOB, YCTPOWCTB N NONb30BaTENbCKUX
NnpuBbIYEK OeTeN, a Takxe npodunmpoBaHme

1 aHanuna rpada ceszen. OgHaKo 3TO NOAHUMaET

pPan 3TN4eCKnx BONpocos 06 NCnonb3oBaHUK
nepCoOHallbHbIX AaHHbIX neten.

B xope aHanusa nHopmaumm BbiSBNSIOTCS
npeavkTopbl — onpeneneHHble Npu3Hakn

B MaTTepHE NOBEAEHMS, SBNSAIOWMECS CUTHANOM
BO3MOXHOro pucka. OrpaHM4yeHMemM B AaHHOM
cny4vae 9BNgeTCs CNOXHOCTb COOpa peneBaHTHbIX
[OaHHbIX, @ TakXe AnuTenbHoe obyveHne
anropuTMOB A1 NMOCTPOEHMUS MPOrHO3HbIX
CUCTEM 1 BO3MOXHbIE OLLIMOKM B pe3ynbraTax.

Hetckne
coumarnbHble UHTepHeT-
cetun $dunbTpbI
@ CepBuchil
MpakTrkn okasaHus
paspaboTkm NOMOLLM

UHCTpyMeEHTDI
poOANTENbCKOro
KOHTpoOnS

U MOHUTOPUHra

Q Acbpacrpymypa

ABTOMaTUN3

npoBaHHas

Mogepauus

[lpepgukTnBHas
(aHanuTuKa )

MpeankTnBHas aHannUTMKa MOXET ObITb
NCNONb30BaHa A5l 3alMThl AeTen B UHTEpPHETE
nyTeM onpeaeneHuns uL, HaxoasLMXCs Nog, PUCKOM
COBEpPLUEHNS NPECTYNNEHNS NN CTAHOBNEHMS

XepTBon npecTtynneHusa. OHa nossonseT
NPOrHO3MPOBAaTb U BbIABNATL Ha pPaHHEN
CTafMM PUCKUN PasfIMYHOro xapakTepa,
nayvatb 1 KnaccuduUMpoBaTb UCTOUYHUKN

PrevBOT

YaT-60T, 6a3upyowmncs Ha anroputmax. OH nomMoraeTt nonmuumn
B BbISIBIEHUU 3MTOYMbILUNEHHUKOB B YaTax, MecceHpXepax

M coumanbHbIX ceTax. BOT cuMTbiBaeT YyXxume nepenuckm n sanu-
CblBaeT UX, a TakXe MOXEeT UMUTUpPOoBaTb obeHne pebeHka, 4To
no3ponseT o6HapyXuTb 3N10yMbILNEHHUKOB. JIMHrBUCTMYECKan
Mogenb po6oTa No3BondeT onpenensaTb Nos, Bo3pacT

M aBTOPCKUMN NOYEPK YeNoBeEKaA U COOTHOCUTb €ro ¢ 6ason
Kn6epnpodunupoBaHHbIX aKkayHTOB APYrUX NOTEHLUMaNbHbIX
npecTtynHukoB. Kpome Toro, Tak kak po6oT ymeeT pacno3HaBaTb
NPecTYNHUKOB U ONpeaenaTh, Kakue undpoBbie NPOCTPaHCTBa
OHU OKKYMNUPYIOT, €F0 MOXHO UCMNONb30BaTb Kak UHCTPYMEHT AN
onpepeneHns onacHblx ANs AeTen coobLiecTs.

[eTckne
(couwnanbHble )ceTun

[leTckune coumanbHble CeTU ABASIOTCS
aHarnorom o6blYHbIX COLManbHbIX ceTen,
OHUW CNOCO6HbI 06ecneynTb AOMNOMHUTENBbHYIO

6€30MacHOCTb U1 3alUTy OT Yrpos,
C KOTOPbIMU PEBEHOK MOXET CTONKHYTbCS
B UHTEPHETE.
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CouwnanbHble ceTu Ans geTen 3awuLeHbl
pasnnMyHbIMM CUCTEMaMU Moaepaunm u dunsTpaumm,
4yTO No3BonseT 6NokMpoBaTb NybGAMKaLuuio rpyboro,
XECTOKOro, HexXenaTenbHOro Ans NnpocMoTpa
koHTeHTa. OfHaKO CMCTEMbl aBTOMAaTNYECKON
bUNbTPaLMM KOHTEHTa faxe B AETCKUX COLCETSX
HeCOBEepLUEHHbI, a MOAepaTopbl He BCeraa
ycneBaloT oTcnexmnsatb NOAO6GHbIE MHLMAEHTHI.

JeTtckune coumanbHble CETU TakxXe
HanpaBneHbl Ha OrpaHUYeHNEe KOHTaKTOB

GromSocial

AeTen CO 3/10yMbILNEHHUKAMUN U B3POCbIMA
mopbMn. NoOMMMO 3TOro, HeKoTopble
peTckme coumanbHble ceTu npegycmar-
puBatoT obLeHne pebeHka TONbKO

C TEMW NoNb30OBaTENAMM, KOTOPbIE

OblNn NpegBapuTENbHO 00o6pPEHbI
poanTenamm unmn onekyHamu. Npu aTom
ocTaeTcs AOBOJMIbHO BblCOKasi BEPOATHOCTb
perncTpauumn B 4ETCKON coumnanbHOm

CeTW B3POCNOro 3/10yMbIWIEHHNKA

nop BMoom peberka.

[eTckas counanbHasa ceTb, KOTOpas YYUT geTen yKpennsaTb
YBEPEHHOCTb U HE MPUHMMaTb 611M3KO K ceppuy 3nble
KoMMeHTapuu. B GromSocial pns pernctpauunm HyXHo

yyacTue popuTenen, YTo No3BONSET CBECTU K MUHUMYMY
NPUCYTCTBME B HEWN B3POCIbIX 3/10yMblWNeHHUKOB. Kak Tonbko

couuvanbHas ceTb akKTUBMpPYETCS, K pebeHKy B Apy3bsi monagaioT
17 MynbTMNNMKaLWUOHHBIX NEPCOHaXewn, 3a KOTOPbIMU CTOAT
MopepaTopbl, FOTOBblE MOMO4b MO N06bIM BONPOCaM.

[TpakTnKu
(pa3paboTkun)

MpakTuky pazpaboTkm BKAOYAIOT B Cebs
cosfaHve u ynyJweHne GyHkUMOHana,
Kacalollerocs oeTckon 6e3onacHoCcTn

B MPUMNOXEHMAX N Ha MHTEPHeT-NNoLwankax.

MNonb3oBaTenbCknm MHTEPGENC OONXKEH
npenoCcTaBnsATb BO3MOXHOCTb 6110KMPOBKU

HEeKOTOpPbIX GYHKLMIN BO n3bexaHue 3anycka
HexenaTeNbHbIX AENCTBUN N 3alUTbl oeTen
OT NPOCMOTpPa Henpuemnemon nHdopmaumnn.
B kauecTBe npumMepa MOXHO NpUBECTU
peLleHus, KoTopble obecneymBaoT
cobnogeHne BO3pacTHbIX OrpaHnyYeHnn,
OMOBELLAaT O NOTEHUMANbHO TPaBMUPYIOLEM

copgepxaHun nyénukaunm unm HebesonacHoCTH

onpegeneHHbIX CanTos.

3avacTylo CyLWeCTBYIOLWME pPELIEHMS
He 6NOKMPYIOT, @ NLWb OrPaHNYMBaIOTCS
onoBselleHneM nonb3osartenen

[ 2 ] TexHONnornyeckme peweHuna no 3awuTte neten s UHTEPHEeTEe

O BO3PACTHbIX OTPaHUUYEHUSAX U CoOepXaHNM
KOHTEHTa, B TOM YNCe O ero NoTeHuuanbHou
onacHocTu. [Mpn 3TOM OTBETCTBEHHOCTb

3a nocnepylowme oencTeuns Ha nnatdopme,
canTe UM B NPUIOXEHUN HECET CaMm
nonb3oBaTenb.

Deutsche Bank

API Program (DBAPI)

PeweHne, koTopoe noMmoraeT oHnanH-npogasLamMm B3pOCnon
NpoAyKLUUM He AONYCTUTb Ha CBOU CanTbl HECOBEPLUEHHONETHUX.
Ceptuounkat Bodpacta DBAPI npegnaraet npoBepky, B OCHOBE
KOoTOopou nexart paHHble knueHToB Deutsche Bank. NNpoBepeHHas
MHbopMaLusa o BO3pacTe NoJib30OBaTENSl B pEXUME peanibHOro
BPE€MEHN NocTynaeT Ha CauT, YTO NO3BONAET NOBbLICUTb
AOCTOBEPHOCTb AaHHbIX O BO3pacTe noceTutenen.
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MHCTPYMEHTDI

(poanTenbCcKoro )

KOHTpONS
N MOHUTOPWHra

NHCTpYyMeHTbl pPOANTENBCKOrO KOHTPOS
NPeaoCTaBsioT POAUTENSAM MNOBbIWEHHYIO
CTerneHb KOHTPOMA Haf AENCTBUAMN OeTeNn
B OHNanH- n odnamH-cpene 6narogaps
yCTaHOBKE CrneumanbHOro NporpaMmMHOro
obecrneveHunss Ha cMapTdOHbI, KOMMNbIOTEPDI
W ppyrue yctpomnctea pebeHka.

B 6a30BbIt pyHKLIMOHAN MHCTPYMEHTOB
pOONTENBCKOro KOHTPOMS BXOAUT 6N10KMpoBaHme
[OCTYyNa K UHTEPHETY, MPUNOXEHUAM N Urpam,
OorpaHnm4yeHne sKpaHHOro BpeMeHu, salmnTa

OT HeHagnexawero KOHTeHTa nyTeM ero
dunbTpaumm, oTCNEXMBaHNE OHNANH-aKTUBHOCTH,
KOHTaKTOB M MECTOMOMOXEHNS pebeHkKa.

DT PyHKUMM 3aKoHaloTCa B NPOakTUBHOM
perynaumm 1 MOHUTOPUHre aencTenmn pebeHka

B MHTEPHETE, MO3TOMY Takne nporpammbl
NO3BONSIOT BbISBNATbL 1 3ab6n1aroBpeMeHHO

Kaspersky
Safe Kids

MUHUMU3NPOBaTbL KNGEPPUCKN ANa AeTEN.
HecmMoTpst Ha WNpokun cnekTp GyHKLUN
nopgo6HbIX NPOrpamMMm, NoHas n3onsaums
pebeHka OT KNOEPPUCKOB He ByaeT cnocob6CT-
BOBaTb BblpaboTke HEOOXOANMBIX KOMMNETEHLUMN
B obnacTu knbepbesonacHOCTH, KOTOpble
NoHapobaTCs eMy B byayLLeM.

Haquble nccnepgoBaHMa Takxe nokKaabiBaloT,

YTO MHCTPYMEHTbI POAUTENIbCKOIro KOHTPONA,
KOTOpPbIE NO3BONAIOT OCYLWECTBNATbL NOCTOAHHOE
HabnogeHne 3a pebeHKoM, paspyLualoT ooBepue
K poanTenam, a B OTOesbHbIX Cny4daax gaxe
MOTYT noBfeYb NCUxXxonornyeckmne Tpasmbl

n penpeccuio. B cnyyae korga pebeHok

N nogpoCTOK UCMbITbIBAET OTTOPXEHUE

U HEMNPUHATUNE NHCTPYMEHTOB POAUTENBCKOrO
KOHTPONS, OH MOXET HanTn cnocobbl ob6xona
YCTaHOBNEHHbIX NpaBu’.

PeweHne pogutenbckoro koHTponsa. Coemectumo ¢ Windows,
macOS, Android n iOS. ®yHkunoHan: 6nokMpoBKa Hexena-
TENbHOFO KOHTEHTAa, OFrpaHUYeHne JocTyna K yCTponcteam

B COOTBETCTBUU C pacnmcaHMeM, OrpaHu4eHue gocTtyna K npuno-

XEeHMaM, cocTaB/IeHMe CnUcka NPUIOXEHUN, BOCTYMN K KOTOPbIM
OCYyLLEeCTBNAETCS C pa3pelleHns poauTenen, oTcnexmBaHne
MecTononoxeHus no GPS, 6e3onacHbIn MOUCK N UCTOPUS
akTuBHOCTU Ha YouTube, KOHTpONb YPOBHSA 3apspa 6aTtapeu.

[ 2 ] TexHONnornyeckme peweHuna no 3awuTte neten s UHTEPHEeTEe

NHTepHeT-

(dUNbTPLI )

OpHMM 13 CnoCco60B 3alMTbl AETEN B MHTEPHETE
SBNAETCA NCNOMb30OBaHNE NHTEPHET-GUNBTPOB,
KOTOpPbl€ BNOKMPYIOT [OCTYN K HEXenaTenbHbIM
canTtam 1 ckadmBaHue dannos onpeneneHHon

TEMaTUKK, OrpaHn4YmnBaloT 3anyck npmnoerMM nwurp.

Takxe cyLlecTBYIOT crneLmanbHble NPorpamMmel,
KoTopble o6ecneyrBaloT GUNbTPALUIO UHTEPHET-

Lidrekon

pecypcoB No BCTpeYvaloWwmmMcs Ko4eBbIM CNoBam
6e3 HeoOXOAMMOCTN BHECEHMWS POAUTENSMN
BPYYHYIO B YEPHbIN CNUCOK OTAENbHbIX CanTOB

C HEeNpUeMIeMbIM KOHTEHTOM AN AeTewn.

Takre GUnbTPbl HE NPUBSA3aHbl KO BPEMEHU
pearvpoBaHus KOMaHAbl MOAEpPaToOPOB NN
HempoceTH, OHM 3almLalT pebeHka NOCTOSHHO.

PacwupeHne pna 6paysepa, no3sonsiowee ¢unbTpoBaTb KOHTEHT.
NMpoBepka KOHTEHTA NPOMUCXOAUT Ha OCHOBE POCCUNCKOMN 6MBNNO-
TeKN GUNbTPOB, KOTOPas NOCTOAHHO o6HoBngeTcs. PunbTpyeT
KOHTEHT MO TEMaM: YIeHOBPEeAUTeENbCTBO, cynuug, MNMAB,
HapKOTUKWU, Tabak, ankoronb, adapTHbIE UFPbl, NPOCTUTYLIMS,
6poasXXHMYECTBO, ONpaBgaHNe HacuUIus K NioasaM U XXNBOTHbIM,
oTpuLaHNE CEMENHBIX LEHHOCTEN, HETPAaAULUOHHbIE OPUEHTaL MU,
HeyBaXeHue K getdaM n pogutendam, KpuMmmHan, opyxue,
HeueH3ypHasa 6paHb, NOpHOrpadus, aKCTPEMU3M.

ABTOMaTU3NpPOBaHHas

(mMmopepauung )

Mopepaumsa KOHTEHTa nogpa3ymMeBaeT yaaneHune
nHdopmMaumn, ee dbunbTpaumio Unm 610KNPOBKY,

pekoMeHgaunto KOHTEHTa 4epe3 HOBOCTHbIE
NeHTbIl, TeEMaTn4eckne Cnnckn n nepcoHann-
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3MpOBaHHbIE NPennoxXeHnd, a Takxe TN3aunmn nnm npnopnTndaunm KOHTEHTAa. MCnosib30BaHME TpaHCIUTEPaUMnN N npo4umne

ABTOMaTM3aLMa Mogepaumm No3sonsaeT crnocoobl.

MaTepunanos, a Takxe BO3ZMOXHOCTU yny4lleHuns
Kputepues ans 6nokMpoBku. MexaHn3mbl
aBTOMaTmnyeckon punbTpaunmn bonee
OENCTBEHHbI, 0QHaKO OHWN C BonbLuen
BEPOSTHOCTbIO MOTYT AOMYyCKaTbh OLUNOKHN

npu 610KNPOBKE NN yoaneHUn KOHTEHTa.

MOHUTOPWHI KOHTEHTA.
3HaYUTENbHO YCKOPUTb NPOLLECC, a TakXe
nmMeeT 6onee WMPOKY 06nacTb AENCTBUS,
HanprMep, BO3MOXHOCTb NPOBEPSATb KOHTEHT

B 3aKpblITbix coobuecTBax. OgHako ans obxona
cucTeM aBTOMOAEPaLUn WNPOKO NCMOMNb3YIOTCS
BapuWaHTbl MIBMEHEHUS JaHHbIX, BKIloYaloLme

ABTOMaTU3MPOBaHHasa MOOepaLmsa KOHTEHTA
MOXET MCMNOMNb30BaTbCA Ha COOTBETCTBYIOLUNX
3Tanax NpPeBeHTUBHOrO O6HapPyXeHNs
noTeHumanbHoO NPOB6NEeMHOro KOHTEHTA,

a TakXe A4S aBTOMaTU3MPOBaHHOW OLEHKM

N UCMONHEHNS peLlleHns o6 yaaneHuu,
MapKUpPOBKe NN AEMAPKUPOBKE, AEMOHE-

Mpun 3TOM NpenmyLLEeCTBO PYYHON ModepaLunm
3aknovaeTCst B OTHOCUTENBHOM TOUYHOCTH,
BepUPULMPYEMOCTU PE3YNLTATOB yaaneHus

B cebs, Hanpumep, seaeHne JOnoONHNUTENbHbIX
I'Ip06eJ'IOB NN NONTHOE UX OTCYTCTBUE,

Meta®

Ncnonb3yeT aBTOMogepauuto, YTo6bl BbISBASATL cnam, GenKkoBble
CTpaHUubl, NTOpHOrpaduio, IKCTPEMUCTCKUE MaTepuansl,
PONUKKN CO cLueHaMm XecToKocTU. OgHaKo Ha CErogHALWHUN

AEHb anropuUTMbl He CMNOCO6HbI TOYHO pacno3HaBaTb NPMU3bIBbI

K OCYLLeCTBNIEHUIO 3KCTPEMUCTCKON AEATENBHOCTU —

3TUM 3aHMMaloTca MogepaTopsbl. A B Instagram® BHepgpeHa
nporpamma DeepText Ha 6ase U pna ¢unbTpauunm Tpasnu

M nspesaTtenbcTB. I3Ha4YanbHO oHa uckana TonbKo cnam, NOTOM
Hay4ymnacb obHapyXuBaTb OCKOPOUTENbHbIE KOMMEHTapUH,

a 3aTeM MHCTPYMEHT Havyanu oby4yatb aHanu3y He TONbKO
KOMMEHTapueB, HO U MNOCTOB.

CepBwuchbl
oKa3aHus
(nomoLun) =

CepBuCbl OKazaHWs MOMOLLM BKOYaoT
B cebs cnekTp opraHM3auun n CepBUCOB,
KOTOpble NO3BONSIOT PEGEHKY, poanTENIO
WM UHBIM 3aUHTEPECOBAHHbIM NNLAM
3anpoCuTb MOMOLLb NCUXOMOrOB,
BOMOHTEPOB, NPaBO3aLUTHIKOB

W OpYyrux cneumanncTos.

OHW MOryT CNyXnTb A1 OKa3aHWs NCUXONOrNYEeCKon
NOMOLLM, KOMMYHUKaLUUIA MEXAY OETbMU U rOCy-
papcteoM, HKO, BonoHTepamn. Takne opraHmaaumm
aKTMBHO MCMNOMb3YIOT TEXHONOTMU U BHEOPSIOTCS

B MHPPACTPYKTYpPY, KOTOpas KacaeTCsl NOAAEPXKMN
peten. OgHom 13 3apgad nnatdopm pearnpoBaHns
Takxe BNseTcs NpocBeLleHne ObLeCcTBEHHOCTH

5 Tlpun3HaHbl 3KCTPEMUCTCKUMU OPraHn3auusMm, AesTenbHOCTb
KOTOpbIX 3anpeLLeHa Ha Tepputopun Poccunckon depepaumn
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no Bonpocam nomouu getam. MNpu sTom
rNaBHbIMU OrPaHUYEHNAMM Taknx CNyX6
ABNSAOTCSA KOMMNETEHTHOCTb CMNEeLManmcToB

N Ka4yecTBO OKasbiBaeMol nomolum. YacTto

B NOAOGHbIX OpraHudaumsx paboTatoT
BOJIOHTEPbI, KOTOPbIE HE BCerga MoryT
npaBuIbHO OKa3aTb MOMOLLb PEBEHKY,
CTONKHYBLUEMYCS C TPYOHOCTAMU N pUCKaAMMN.

TpyaHo
noapocTkam

MHorune nnatpopmbl pearmpoBaHus
noppasyMeBaloT HECKOMbKO KaHanos

015 KOMMYHUKaUUKW C AeTbMW, Harnpumep,
TenedoH LoBepUs, CanTbl, MECCEHAXEPDI
nnu yat-60Tbl. B 3aBUCMMOCTHM OT pa3mepos
N TEXHUYECKMX BO3BMOXHOCTEN OpraHnsaumu,
KOMNYECTBO W NPOMNYCKHas CNOCOBHOCTb
Takux KaHanoB BapbUPYIOTCS.

YaT-60T, N03BONAIOWUIA AETAM, NOCTPaAaBLIUM
OT TpaBnu, o6paTnTbCca 3a nomMolublo. bot
cnoco6eH nepeHanpasBfsTb 3anNpPOChl O MOMOLLM

K opraHvMsauuam u MHGMBUAYanbHbIM Cleunannc-
Tam. OH onpepensdeT npobnemy pe6eHka U NOTOM
HanpaBNgeT ClpaBOYHble MaTepuanbl, KOHTaKThbI
cneumanmcToB N NPOPUNbHBIX CNYX6.

(MIndpacTpykTypa) O

MNop nHdpacTpykTypom NnoapasymeBaeTcs
COBOKYMHOCTb B3aMMOCBS3aHHbIX OObEKTOB,
CTPYKTYP, peLweHun B obnactn 6e3onacHocTH,
WHTErpPUPOBAaHHbIX B €0UHYIO CUCTEMY.

OcHOBHOW NpUHUMN obecneyeHus 6esonac-
HOCTW — 3TO HEMPEPbLIBHOCTb 3aLUUTbI
B NPOCTPAaHCTBE U BPEMEHMW.

Yepes cUCTEMHYIO MHTErpaumo nHopa-
CTPyKTypa obbeguHsaeT pecypchbl

M npocTpaHcTBa. [log pecypcamm
NOHMMAIOTCS Pa3NnNYHble TEXHNYECKME

M annapaTHble CPeaCcTBa, NPOrpaMMHoe
obecneyeHne n 6a3bl aHHbIX, KaHarbl

n cpencTea cBa3u. [IpocTpaHCTBa, B CBOK
ouepenb, BKOYaloT B cebs pasnnyHble
dnsnyeckmne obbEKTHI, HAYMHas OT MecTa
NpoxmnBaHusa pebeHka, 3akaH4YnBas
0O6LLEeCTBEHHBIMW MECTAaMU, TPAHCMOPTOM,
Yy4YeOHbIMW 3aBEAEHUSMU U FTOPOLOM

B LLe/IOM.

AviaTor

[ 2 ] TexHONnorunyeckme peweHuna no 3awuTte neten B UHTEPHEeTEe

UHodpacTpykTypHbIn npoekT INHOPE (MexpayHapogHou
accouuvaunm ropsumnx nuHum uHtepHeta). INHOPE o6bepuHset
50 ropsuunx nMHuMn B 46 cTpaHax anga 6opbbbl C MaTepUanamm,
copepXxaliMmMuy cekcyanbHoe Hacunue Hap getbMmu. OpraHunsauus

exeropHo o6pabaTtbiBaeT Thica4Yu 3anpocos. AviaTor —

3TO CMCTEMaA, B paMKax KOTOpOM MoaepaTopbl obpabaTbiBaloT
n3obpaxeHuns, paccTaBnss Mapkepbl U xewu, GUkcMpys

ux B 6a3e. OTo NO3BONSET aBTOMATUYECKN BbIBNATb aHAaNOrMNYHbIE
npectynHble matepuansl B uHTepHeTe. INHOPE nepepaet naHHble
NpaBoOOXpPaHUTENbHbIM OpraHaM, YTo COAeNCTBYET NOUNCKY

M MOMMKE NPECTYNHMKOB, PacnpoCTpaHaIoWNX Takue matepuarnsl.
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PUCKN B BYOYIUIEM.

TpeHAabl n TexHonornm

NHdnoeHcepbl

HenpoceTn

VR

MeTaBceneHHble

NcKkycCTBEHHbIN MHTENNeKT

YMHbIE CUCTEMbI U FragXeThbl

YcuneHue BnusiHUa kopnopauun
Mopenu 3apaboTka B nrpax
MoHeTnzauma Nonb3oBaTeNbCKOrO KOHTEHTa
BuomeTtpus

Bonbline paHHble

COVID-19 / coumanbHas nsonauus
LUndposnsauma obuectea
leononutTnyeckne N3aMeHeHus
BrnoknpoBka 1 HEKOPPEKTHOE
perynmpoBaH/e MHTEPHET-PECYPCOB
MNoctnpaBpa
CoumranbHO-3KOHOMUYECKNE N3MEHEHUS

CylecTByloWwme pmckm

OnacHble TpeHabl 1 YenneHoxu
AnNropuTMbl yaepXaHus BHUMaHUs
Knéepbynnunr

CrankuHr

MymMuHr

CekcyanbHble goMoraTenbCcTBa
OHnaH-MOLIEHHNYECTBO

Kpaxa, cbop n akcnnyataums
NnepCcoHanbHbIX AaHHbIX
HesnHpopmauns

MNponBMHYTbiE METOANKN MapKETUHTa
Nrposas 3aBucnmMocCTb

MNpopaxa 3anpeLeHHbIX TOBapPOB U yCnyr
TeMHble naTTepHsbl

WepeHTUHr

N36bITOYHOE NCcnonb3oBaHNe UHTepHeTa
BoBneueHune peTten B KpUMUHasbHbIE
coobuiecTBa

[ oKcuHr

Papvkanusaumsa n akCTpeMmam
BkniouaeT Bce 23 pucka

NH®JTIOEHCEPLI, POCT
X BNNAHUA N BUPTYATTU3ALNA

B3AMMOLENCTBUA MEXY B3POC/IbIMU
M OETbMW B VR N METABCEJIEHHbIX

NN KAK UHCTPYMEHT
NPECTYMNHNKOB

NN KAK HYACTb NMPOLIECCA
BOCIMNUTAHUA

ANCTAHUMOHHbBIE CMNOCOBbI
SKCIMITYATAUNN OETEN

LUMDPOBOW CNEQN,
N BUOMETPUYECKUE OAHHBIE

TPAHCOOPMALNA COLUUATIBHbIX
HABbIKOB OETEN

NOoNYNAPU3ALNA «CEPbBIX»
B3SAUMOOENCTBUN

Y>XXECTOYEHUE
NH®OPMALMOHHOW BOUHbI

POCT LUN®PPOBOIO
PA3PbIBA

[3]1 Pucku B 6yaywem
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MHOJIIOEHCEPBI, POCT NX
BIANAHUA N BUPTYAINIU3ALUA

NHdnoeHcepbl BNMAIOT Ha MHEHME U BbIGOP AETEN N NOAPOCTKOB,
TPaAHCNNPYIOT CBOU LLEHHOCTM M NOJb3YIOTCS LOBEPUEM CO CTOPOHDI
ayanTopun, HO He BCerga 0CO3HaloT OTBETCTBEHHOCTb 3a 3TO.
Mpun 3TOM NOSBASAIOTCA MNONYBUPTYanbHble U BUPTYalbHble
NHNIOEHcepsbl, 3a aBaTapamMmn KOTOPbIX CTOST HEM3BECTHbIE Noan
U opraHmMsaLmm, CNocobHble TPaHCIMPOBaTb CBOU LLEHHOCTM

N MaHUMNynNMpoBaTb JOBEPUEM ayaUTOPUM B Pa3NINYHbIX LLENSX.

B3AUMOJOEUNCTBUA MEX Y
B3POCIIbIMU . JETbMHU

B BUPTYAIbHOW PEAIBHOCTU
N METABCEJIEHHbIX

B coBpemeHHbIx VR-nprnoxeHusx cteneHb KOHTpons

3a B3aMMOOENCTBMEM OEeTEN U B3POCIbIX HN3Ka — B3POC/ble

MOTYyT MCMONb30BaTb aBaTapbl AeTen, a AeTU MOy T NCMOb30BaTb
aBaTapbl B3poc/biX. C NPOHUKHOBEHMEM B Hally XWU3Hb BUPTYarbHOW
peanbHOCTUN N MeTaBCENEHHbIX BCe H6onbLue Moaen pasHbiXx BO3pacToB
OynyT BbIXOQMTb Ha OOHM 1 Te xe nnowagku. B VR yxe oTmevanuch
npeueneHTbl KN6epOyNanHra, CekCyanbHbIX AOMOraTenbCTB

W Opyrnx 4encTBmm, KOTOPblE CNOCO6BHbI PacnpPOCTPaHNTb
COMyTCTBYIOLWME PUCKN Ha AeTen N NOAPOCTKOB.

NCKYCCTBEHHbBIN MHTENNEKT
KAK UHCTPYMEHT
NPECTYMNHMNKOB

Kommopgnsaumnsa nckyCCTBEHHOrO MHTENNEKTa, ynpoLlieHne
CO3[aHNa HEMPOCETEN U BbIXOA NOAOOHbBIX TEXHONOMMMN

Ha NOTPEebUTENBbCKUIA PbIHOK MO3BOMAT 3M10YMbILLNEHHUKAM
MCMNONb30BaTh MX B Ka4eCTBE MHCTPYMEHTA. YXe cenvac ecTb
npUMepbl CUCTEM, CMTOCOBHbIX KONMMPOBAaTb NMLO, FO10C

N MUMUKY — 3TO MOXET UCMNONb30BaTbCA MOLUEHHNKaMM

ons obxopa cmcTeMm, 6asnpyoWnxcs Ha GUOMETPUYECKOMN
Bepudunkaunun. NogobHble TEXHONOTrNM NO3BONSAIT arpeCcCMBHO

4 >>

5 >>

HaCTPOEHHOMY pebeHky codaaTb ¢OTO UMK BUAEO, B KOTOPbIX
CBEPCTHUK HAXOANTCS B KOMMPOMETUPYIOLLEN CUTYaLMN.

NCKYCCTBEHHbIN MHTENNEKT
KAKYACTb MMPOLLECCA BOCIUTAHUA

[loMallHMe roflocoBble aCCUCTEHTbI OTKPbLIBAIOT HOBbLIM BEKTOP

A9 BTOPXeHUs kopnopauunin B ceMbto. CylecTByeT BEPOSATHOCTD,
4yTO meTu, nonbaytowmnecs M-accncteHTamm Kak urpyLiKkamm,
CTaHyT XepTBamu co3paTtenen Takmx yctponcts. Cospatenu MoryT
TpaHCnnpoBaTb Yepes3 HUX naen, MaHnnynmnpoBaTb anropntMamMm
nonobopa KOHTEHTa, cobupaTth AaHHble. TakXe BO3HUKaAET BOMNPOC
06 0CO3HaHUM poauTensiMu becnpeLeeHTHON Ponu, KOTOPYIO
Kopnopaunn Ha4vynHatoT urpatb B BOCNUTaHUN UX ,EI,eTeI;I.

JNCTAHLUMNOHHbLIE CITIOCOBbI
SKCNAYATALMN OETEN

OpHa 13 mexaHuk Web 2.0 — cospgaHune KOHTEHTa Nofb30BaTENAMM.
HecoBeplueHHONEeTHME yXe cenvac abCcontoTHO becnnaTHO
NPOU3BOAAT KOHTEHT Ha NnatdopmMax KOMMEPUYECKNX KOMMaHUN.
Hanpumep, cCOTHM YacoB rpynnoBon paboTbl yXOAAT Ha NPOEKThI
B Bugeourpe Roblox, npnbbiib 3a KOTOpPbIE NONy4YaeT KOMMNaHus,
a He pakTMyeckme cosgatenn KOHTEHTa. Tema akcnnyataumm
LETCKOro Tpyaa B UHTEPHETe Mano ndyveHa,  B3pocCsble peako
NMOHMMAaIOT, MO KakmMM npasunam GyHKLUMOHNPYET CNOXHas!
3KOCUCTEMa BUPTYanbHOro Tpyaa oeTew.

[ 31 Pucku B 6yoywem
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LNOPOBOW CNEL
N BUOMETPUYECKME OAHHbIE

LUndposoi cneng HaunmHaeT HakanInMBaTbCs PpebeHKOM

C CaMoro paHHero Bo3pacTa. 3TO MOXET ABNATbCS BEKTOPOM
AN15 pa3HOO6pasHbIX aTak: HEOCTOPOXHOE BbiCKa3blBaHNE B
WHTEPHETE MOXET CTaTb NOBOAOM A5 YBONIbHEHUS, @ OOLUMPHbIN
umdppoBon cnen, bUOMeTpUYECKME N NepCcoHanbHble AaHHble —
uenb ons MOLWEHHWKOB, CTaNkepoB U OPYrMX 3/10YMbILWIEHHUKOB.

TPAHCOOPMALINA
COLMANBHbIX HABbIKOB NETEN

OeTun cTtanu 60nblUe 06LWaTbCsa OHNAaWH, NONb30BATLCS
LOMALIHUMN YCTPONCTBAMU C UCKYCCTBEHHbBIM UHTENNEKTOM
n ¢opMmnpoBaTb NapacoumanbHble CBA3M C 6norepamu

n nHdnoeHcepamu. Npouecc 0CBOEHUST COLManbHOro Nons
W3MEHWNCSH, Uy OeTeN MOryT NoaBnaTbCa NpobneMbl

8 >>
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C TpagMumMoHHOM popmon coumannsaumnm. Npn aTom pucku,
CBSiI3aHHbIE C 3aBUCUMOCTbIO OT MHTEPHETA, COLMaNbHbIX CETEN

N KOMMbIOTEPHbIX UrP, OyOoyT HaXo4WTb BCe Bonbluee pacnpoCcTpaHeHne.

NoNYNA4PU3ALUNA «CEPbIX»
B3AUMOLOENCTBUN

MaccoBble orpaHn4yeHus gocTyna K pecypcam B UHTEPHETE

1 BO3MOXHas pervMoHann3aums HTEpHeTa yxe npuBenu

K pacrnpocTpaHeH o pasnnyHbIXx CEPBUCOB U NOAXOA0B

Nno NpeoaoneHnio BBOANMbIX 3anpeToB. Takme nporpamMmsbl
NONYNSAPHbI Ny B3POCHbIX, Ny OETEN, UMEIOT YAOOHbIN MHTEpdENC

W 4acCTO BbIKM1aabIBalOTCA B UHTEPHET C PYKOBOACTBaMMU MO HaCTPOWKe.
MNonynspusauns «cepbix» B3aUMOOENCTBMA MOXET NPUBECTU
pebeHka He TONbKO K U3YYEeHMI0O MHOOPMALMOHHBIX TEXHONOTI I,

HO 1 BCTYMNNEHUIO B XaKEPCKYIO A4ENKY Ha POMb Tak Ha3blIBAEMOro
«script kiddie» — oHoro nogmacTtepbst 60/1ee OnbITHbIX XaKepOoB.

YXECTOYEHUE
NHO®OPMALMOHHOW BOUHDI

Pa3Hble akTopbl BCe akTUBHEE UCMOMb3YIOT KN6EpPNpPOCTPaHCTBO
4N MHGOPMaLMOHHbIX BOWH. [leTn He obnagatoT pa3BuTbIM
KPUTUYECKMM MbILLUEHMEM, NO3TOMY Hanbonee ys3BUMbl —

OHW HEBOMbHO OKa3bIBaOTCSA rMaBHbIMU XepTBamMu
NHGOPMAaLMOHHbIX BOWMH, MOCNeacTBUSA OT KOTOPbIX OyayT
MHOXWUTbCS U CTAHOBUTbLCS BCE MEHee npenckasyeMbIMU.

POCT LUOPOBOIO
PA3PbIBA

LindpoBoe HepaBeHCTBO 1 pakTnYeCcKoe nopaxeHne

B rpaxaaHCKuMx NpaBax AeTEN N3 OTAENbHbIX CTPaH MOXeT
OrpaHnYnTb NX B CMOCOBHOCTN NONYYNTb CBOEBPEMEHHYIO
NMOMOLLb 1 3aWMTy: MPOBaNAepbl yCNyr He CMOryT
BOCMO/b30BATbLCS NOJMHbIM CNEKTPOM Mep Mo NPOTUBOLENCTBUIO
Knoeppurckam, a NpaBoOOXpaHUTENbHbIE OpraHbl OyoyT
OorpaHn4YeHbl B paccnegoBaHum NPecTynneHnn.

[3] Pucku B 6ynywem



PekoMeHpauunn
cTenkxongepam
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(O6pasoBaTenbHbIe )
yuypexaeHus

K yncny Takmx ctemkxongeposB Mbl OTHOCUM
rocygapcTtBo, o6pasoBaTefnbHbIE yYpexaeHus,
KOMMepYecKkmne npegnpuaTtus, poauTtenen,
HekoMMepuyeckune opranmsaunn (HKO)

N coumanbHbIX NpegnpuHUMaTenen,

a Takxe VT-pazpaboTumkos.

MNepen obpasoBaTenbHbIMU YHYPEXAEHNAMN CTOUT KOMMNEKCHAas
3apadva, CBA3aHHas OOHOBPEMEHHO C 6e30nacHbIM BKIIIOYEHNEM
OHNaMH-TEXHOMOT NI B y4ebHbIN NpoLecc, peanuaaunen y4yebHbix
nNpPorpaMm v AUCLMMINH, NOCBALWEHHbIX MHTEPHET-6€30nacHOCTY,
a Takxe undposon counanmsaumen geTen n NnogpoCTKOB.
Heobxooumo npoBefeHne KOMNNEKCHOro aHannaa kKnbeppuckos
W CTaHpapTM3aumns NpoLeccos, CBA3aHHbIX C UCMONb30BaHNEM
KOMMbIOTEPHbIX N MHTEPHET-TEXHONOIMI B 06pa3oBaHnN.

BaXHO y4MTbIBaTb, C OQHOWN CTOPOHbI, YTO 3pPeKTUBHasA
3awuMTa MOXeT 6bITb [OCTUTHYTa NPUY YCIIOBUN CKOOPAMU-
HUMPOBAHHbIX U 06OCHOBaHHbIX YCUMUA CO CTOPOHbI

O6pasoBaTtenbHble MOAYNM No kKnbepbesonacHOCTU U LMPpPoBOM
rPaMOTHOCTU AOMXHbI CTaTb CKBO3HbLIM HanpasfieHnem

B 0Opa3oBaHMM AeTeN N NOOPOCTKOB Ha BCEX aTanax obyyeHus.
Kpome Toro, gonxHbl 6biTb pa3paboTaHbl NPOrpaMmbl NOBbILLIEHMUS
KkBanudoukaummn onsa cneunannucTos, No poay AeaTeNbHOCTU CBA3aHHbIX
C kmbepsalmTon oeTen n NogpPoCTKOB (Nepgaroru, PUCTHI,
COTPYOHUKM NPaBOOXPaHUTENbHbIX OPraHoB, NCUXOMOTU U T. 4.).

BCEX 3aMHTEpPeCOBaHHbIX CTOPOH. C Apyron CTOpPOHbI,
Mbl y6eXAeHbI, 4TO KfloueBas posnb B o6ecneyeHun
MHTEepHeT-6e30NacHOCTU 3aKJ/lloYaeTCs B COAENCTBUN
npoueccy ¢popM1UpoBaHusa pebeHka kak OCOSHaHHOro
M ONbITHOro cy6bekTa, akTUBHO UCMOMb3YIOLLErO

unppoBbIE pecypcChbl AN CBOEro pa3BUTUS. .
Meparoru OOMNXHbI CTaTb MoAepaTopamMu 6bITOBOM KyNbTypbl 6e3onac-

HOCTM UCMNOJb30BaHNS UHTEPHETA U LNPPOBbIX TEXHONOTUA. UHCTUTYT

KNacCHOro pyKoOBOAMTENS U LLIKOMNbHOTO NCUXOSIora HyXXAaeTcs B nepe-

OCMbICNIEHUU C YYETOM LUNbPOBMU3aLNN Cpeabl, OKpYXaloLen oeten

1 nogpocTkoB. COBMECTHbIMU YCUUSMU NeparoroB n poauTenen

HEeOo6X0ANMMO HaxoaoMTb 6anaHC Mexay KOHTPOMNEM U NPUBATHOCTLIO,

< I OC Dla pCTBO) npwv 3TOM OCHOBHOW 3aavYen OoNXHa CTaTb peannsaums UHTEpPHeT-
y NOTPeBHOCTEN U MHTEPECOB LUKOMbHMKA Ha OCHOBE B3aMMOYBaXeHUs,

NOAAEPXKN U Pa3BUTUS CAMOCTOSTENBHOCTW.

locynapCcTBO AOMXKHO B3ATb Ha Ce65 BeAyLLylo posb Mo opraHM3aunm

1 KOOpAMHAUMM COBMECTHOM AEATENbHOCTM PasfNYHbIX CTENKXONOEPOB.
Heob6xoonmo paclumpeHne NoaaepXKM CyLLECTBYIOLLMX U CO3AaHNE HOBbIX
KOMMYHMKaLNOHHbIX NNOWafoK, NpeaHasHaYeHHbIX Ang 06CyXaeHns

npobnem kMéepbe3onacHOCTM N MONCKa COBMECTHbIX NMYyTEN NX PeLUEHNS. CKO M M e p LI eC K M e )
Heobxonnmbl rocynapcTBEHHbIE MPOrpaMmbl Kogudukaumm n pen' n p M HTM ﬂ

N MOHUTOPUHra Nnpobnem kmMbepbeszonacHOCTN AeTen U NoJgPOCTKOB,
a TakXxe nNporpamMMbl NOAAEPXKKN MEXANCLMNINHAPHBIX TEOPETUYECKMNX
1 NpUKNagHbIX UCCneqoBaHnn B AaHHom cdepe.

B uenowm, 3agaya 6usHeca B 061acTv obecnevyeHunss MHTepHeT-
6e30nacHOCTU geTen 1 NOAPOCTKOB 3aKNio4aeTCs B COLManbHO
OTBETCTBEHHOW MO3ULMM NO OTHOLLEHWIO K PUCKaM U yrpo3am,
BO3HMKAIOLLMM MO OTHOLIEHMIO K [AHHOW KaTeropumn HaceneHus
npu paspadoTke n peannsaunm undpoBbIX TOBAPOB U YCNYT,
paccuYMTaHHbIX Ha Pas3nnyHbIE LeNeBble ayanTopun.

3akoHogaTeNbHOE PErynMpoBaHMe NepcoHanbHbIX AaHHbIX HYXAaeTcs
B COBEPLUEHCTBOBAHUN B YaCTW OTKPbLITOCTM U 6€30MaCHOCTY NPakTuK,
CBSI3aHHbIX C faHHbIMW AeTen 1 nogpocTkoB. Lndposbie npasa aeten
KaK YaCTHbIX, Tak U NnaThOpPMEHHbIX MONMb3oBaTENEN AOMXHbI 6bITh
nepecMoTpPEHbI Y NepecMaTpuUBaTbCs PerynspHo.
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Poogutenu

HKO

Kommepueckune npeanpustis 4OMXHbI MPOBOANTb 3TUYECKYIO
3KCMNEPTUIY PacnpPOCTPaHAEMOro LMPPOBOro KOHTEHTA, 3NIEMEHTOB
An3anHa, Nob30BaTeNbCKMX MHTEpdencos, BHeapsiemblx UX/UI
pewenHun n op. CooTBeTCTBYIOLWNN GYHKLMOHAN AOMXKEH BXOAUTD

B chepy OTBETCTBEHHOCTU CreLnanbHbIX COTPYLHWUKOB, 3aHUMat0-
LLMXCS BONpoOcamm cobnoaeHns TpeboBaHu B o6nact kubepode-
3onacHocTh geten u nogpocTkoBs («Chief Kids Compliance Officer»).

Ocoboe BHUMaHWe cnegyeT yaensatb pa3paboTke MHULMAaTUB,
HanpaBeHHbIX Ha MOOAEPXKY U pa3BUTUE COTPYyQHNYECTBA
OV3Heca 1 gpyrux KnoYeBbIx CTENKXonaepoB B o6nacTtu
pa3paboTkn N BHeQPEHNS HOBbIX 3 PEKTUBHbBIX MEXAHN3MOB
obecneyeHns NPMBaTHOCTU OETEN M NOOPOCTKOB B OHNaMH-cpeae.

Poontensam npuHagnexunuT Kn4yeBaqa ponb B I'IepBI/ILIHOVI
coumanmsaunm geten, opraHn3aunn nx noscenHeBHbIX NPakKTUK.

Bo-nepBbix, HeO6Xx0OMMa BOBMEYEHHOCTb pOAUTENEN B BUPTYalbHYIO
XN3Hb CBOUX p,eTe|7|, npogasneHne ypaxeHna n nHTepeca K aToN

YyacTu coumanudauumn NMYHOCTU. Bo-BTOpPBIX, CNnegyeT MCNonb3oBaTh
BCE BO3MOXHOCTW 719 NOBbILIEHUS COBCTBEHHBIX KOMMNETEHLIN

B o6nacTu UMdpPoOBON rPaMOTHOCTM N KN6epbe3onacHOCTW.
B-TpeTbnx, HEOOXOAMMO OENUTHCS NYULWMMU NPaKTUKaMm
opraHmnsaumm MHTEPHET-aKTUBHOCTU AeTel, yunTbiBaloLWmnx 6anaHc
MeXnay X NPUBaTHOCTLIO N KOHTPONEM Hag gencteusamun. N HakoHew,
He CTOUT UFTHOPUPOBAaTb OOCTYMHbIE TEXHONOIMYECKME MHCTPYMEHTDI
nHdopMaLMOHHON 6e30MacHOCTU AeTeln U NOAPOCTKOB.

3apava 06LWEeCTBEHHbIX OpraHM3auunii, Tak UM nHadve
CB$fI3aHHbIX C NpobnemMamMm NHTEPHET-6€30MacHOCTH
[OEeTCTBAa, 3aK/l04aeTcsa B pacnpocTpaHeHnn
WHULMATMB, HanpaBs/eHHbIX Ha Pa3BUTME AAaHHOTO
HanpaBneHus, a Takxe B KoopanHaunm AencTemmn
pas3nn4yHbix GaKkToOpPOB.

[4] PekomeHpauuu cTerikxongepam

OyHkunsa HKO 3akntovaeTcst B CO3AaHNM 1 NOALEPXKE MEXANCLNNIN-
HapPHbIX AUCKYCCUOHHBIX NNOLWafok no Bonpocam knbepbesonac-
HoCcTuK geTen n nogpocTkoB. HKO cnocobHbl BbICTyNaTh B Ka4ecTse
LEHTPOB 3HaHWUM N KOMMETEHLMM ANS Pas3nnYHbIX CTENKXONAEPOB,
HY>XJaloLWNXCS B COOTBETCTBYIOLLEN SKCMEepTU3e.

OHU Takxe AO0MXHbI B3Tb Ha cebs agpecHyto NogAepPXKY AeTen

1 NOAPOCTKOB, CTOMKHYBLUMXCS C NOCNEeACTBMAMMN Pa3nnNyHOro

Tnna kmbepaTak, HyXOaloLWMXCs B peabunntaumm n pecoumannsauunm.
CnepyeT OTAENbHO OTMETUTb NEPCNEKTUBHOCTb Pa3BUTUS
coumanbHOro npeanpuHMMaTensCcTea B chepe NHTEPHeT-
6e3onacHOCTU feTen U NOAPOCTKOB.

NT-pa3paboTunku

</

NT-pa3paboTunkm 9BRsSOTCA MCTOYHUKOM NPOPECCUOHANbHbBIX
KoMneTeHuMn B obnactn knbepbe3onacHOCTH, a TakxXe
cosgaTtensaMm NpoaykTOB, HaNpPaBneHHbIX Ha NHGOPMaLMOHHYIO
3alLMTYy pasdnnYHbIX KAaTEropu HaceeHus, BKoYas oeten

1N NOOPOCTKOB.

OddekTnBHASA AeEATENBHOCTL NO pa3paboTke NT-pelueHnn,
nopaepXuBaloLWmnx Knbepbe3onacHOCTb U CHUXAIOLLMX

PVCKKN Nonb3oBaTenen MHTepHeTa, HEBO3MOXHa 6e3 obmeHa
OMbITOM, ANCKYCCU Ha NpodecCcrMoHasbHbIX U MHAYCTPUaNbHbIX
MeponpuaTUNX, B TOM YMCNE MEXAYHapPOOHOro YPOBHS, U3y4YeHus
N NCNOMb30OBaHMA 3apyBEXHOro onbiTa, Ny4YLWwnx NPaKkTUK.

OpHUM 13 Hanbonee NepPCnekTUBHbIX HanpPaBneHUn

B JaHHOWM obnacTu npeacTaBnseTcs pa3BuTne KoMmniekca
MPEBEHTUBHBIX MEP 3aLUMTbl Ha 6a3e GONbLUNX AaHHbIX,
npobunnpoBaHus, NPEANKTUBHON aHanUTUKN U HENPEepPbIBHOTO
MOHUTOPUWHIra 3a CYEeT COTPYAHMYECTBA CO CneunanmcTamm

B 06/1aCTW NCUXONOTM, KPUMUHANUCTUKA U T. 4.

Takxe cnegyeT o6paTUTb BHUMaHNE Ha BaXHOCTb obecnevyeHus
3KONOTrMYHOM Pa3paboTky MPOrpPaMMHbIX MPOOYKTOB C YHETOM
NPUHUWNOB U Lenen B obnactn yctonumsoro passutus OOH.
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MeTtopnonorus
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(TTepBbin)

Tarl

1>>

2 >>

3 >>

4 >>

5>>

Bbin npoBeaeH knacTepHbIN aHann3
Ha OCHOBE Bbl6OPKMU, BKIIOYAIOLLEN
6onee 21 TbiCA4YM Hay4HbIX CTaTeN.

Bbinn npoaHanuaupoBaHbl 6onee

500 ncToYHMKOB NUTEpPaTypPbl, NOCBALEHHbIX
Teme 6e30MNacHOCTN HECOBEPLLUEHHONETHUX
B MHTEpPHeTe.

MNocne nepBn4HOM cucTemMaTnsauum 6oinm
BblgeneHbl 23 knbeppucka. O6begnHeHne pnckos
B KaTeropmm Npomncxogmuno Ha OCHOBE He3aBUCU-
MOrO 3KCNEPTHOro KOAUpPOBaHus: B paboTe
yyacTBoBanu 4 akcnepTa, KaXabin U3 KOTOPbIX
cos3paBan cob¢cTBEHHbIN Habop kaTeropumn. MNocne
3TOro peaynbraTthl paboTbl KaXaoro akcnepra
CpaBHMBanNMCb C ApPyrmmMm, U NPUHMManocCh pelue-
Hue o $OpPMMPOBaAHUM KAaTEFOPUM U O €€ Ha3BaHUW.
PacxoxpeHus ob6cyxaanmcb, U NO KaxXaomy

N3 HUX 3KCNEPTbl NPUXOANNU K COrnacuio.

Ans kaxgown kateropum Mmbl chopmMmpoBanu
onucaHue, cogepxaliee onpegeneHune,
pacckas o cyTu u crneunduke yrposbl,
AOCTYMHYIO CTaTUCTUKY N UCCNeaoBaHus,

a Tak>Xe Kencbl U NpumMepsbl.

Mbl npoaHanuamnpoBanu 6onee 300 UT-
peLeHNN, NaTEHTOB, KOMMEPYECKUX
KoMnaHumn, nnatGopmM N CEPBUCOB C TOUKU
3peHunsa nx peanbHOW UNn NOTEHUUaNbHON
CNoco6HOCTN NPOTUBOAENCTBOBATH
knéeppuckam. B peasynbrate no ton

X€e aHanuTM4yeckowm npoueaype 6binm
cdopmupoBaHbl 8 kateropun NT-pelueHnn.

>21 000

Hay4HbIX cTaTen

>500

WCTOYHMKOB
nuTepaTypsl

23

Knbeppmcka

8

Kateropum
NT-peweHnin

(BTopon )

Tan

[ns yyacTtuns B paboTe Obiiv oTo6paHbl 24

aKcnepTa — cneunanucTbl B 061acTn UHTEPHET-
nccnenoBaHum (Coumonoru, NCUxonoru, negaroru),
knbepbesonacHocTn n NT-coepeol. Kaxpomy
aKcnepTy 6binv NpennoxeHsl MaTepunanbl —

>>  KAXIOOMY SKCOEPTY NPEMNOXIIIA

BTopon atan Takxe cTpouncs Ha MeTo-
OONOrnMn arpernpoBaHHbIX 9KCNEPTHbIX
oueHok. Llenb atana — paccoptupoBaTb
23 knbeppucka No CTENEHU X ONACHOCTMU
N 9PPEeKTUBHOCTN TEXHOOTMYECKUX MEP
3alWunTbl A4eTEN OT KOHKPETHOro pucka.

[5]1 Metoponorus

«KapPTOYKN-NaCMOPTUYKN» KNOEPPUCKOB M 3aLLMTHBIX
NT-peweHnn. Kpome Toro, 6bin1 NnpoBegeH OHNanH-
CemMuHap C npeseHTaunemn pesynbTatos NepBoro
3Tana uccnenoBaHus, Ppasbopom KNbeppPrUCKoB

W 3afaHu ANns aKCnepTHOM paboThl.

OLIEHUTh N0 10-BANNLHOM LIKATE:

«CTeneHb onacHOCTM» KaXAoro
pUcCKa: TAXeCTb I'IOCJ'IG,EI,CTBI/II;I ana
NMCUXONOrn4eckoro n Gpuanyeckoro
300pOBbs pebeHKa, BNInsaHue

Ha coumanbHoe 6naronony4ue,
CNOXHOCTb peabunmtauum.

«d$pPeKTUBHOCTb TEXHONOTUN»
3almUTbl: HaCKOJbKO XOPOLUO
UMeloLMecs TEXHONOrnN 3alunLLatoT
pebeHka OT KOHKPETHOro Knbdeppucka.

(1)

puck
He onaceH

3awWwmnTbl HeT /
TEeXHOMOornm

He apPeKkTnBHbI /
nx HeT

pucK nmeet
KpUTnyeckmnn
ypOBEHb
onacHocTHu

(1o

\
cyllecTBylowmne
TEXHONOrnK
NOMHOCTbIO
sawuuiaoT

OT pu1cka
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MNonyyeHHble OUEeHKM AN KaX[oro 3 puckos

W ANS KaXO0W TEXHONOMMK ObIN NPOaHanM3npOBaHbl
Ha cxogumocTb. OLeHNBanuCh pasfnyHble BapuaHTbl
CPEAHUX OLLEHOK (CpeaHsa apnemeTmnyeckas,
MedmuaHa), a Takxe cTatucTmyeckas Bapuaums.

B pesynbTaTe 6binM BbISBNEHBI ClyYan 6UMoganbHOro
pacnpepeneHus. B ocHoBHOM 3TO kacanock oLeHokK
3¢ PEeKTUBHOCTUN MHPOPMALMOHHbBIX TEXHONOMNI.
BumopanbHoe pacnpepeneHne ykasblBaeT Ha 3Ha-
YMMOE PacxOXAEeHNe MHEHUN: YacTb 3KCMNepTOB
npunucbiBany onpeneneHHoN TEXHONOMMUN BbICOKYIO
CMOCOOHOCTb 3alMLWwaTh OT PUCKOB, @ YacCTb
HaobopPOT — NpunucbiBana 6onee HNU3KMEe OLEHKMN.

Mocne 3aBepLleHWs NpoLeaypbl Mbl NONPOCKN
HEKOTOPbIX IKCMEPTOB MPOKOMMEHTUPOBATb

MX NOTUKY BbICTaBNEHNs oLeHok. PaccyxaeHuns
1 3aMeYaHus CUCTEMaTU3NPOBaHbI B OTYETE

no pesynbTaTtam UCCnefoBaHus.

OCco6€eHHOCTbIO AAaHHOIO UCClefoBaHUs SBNseTCs
MCMNONb30BaHNE B €r0 OCHOBE NCKYCCTBEHHOIO
WMHTennekTa (MaWwnHHOro obyyeHus), NpeBannpo-
BaHWe MeTOA0B aBTOMaTUYECKOrO KONMMYECTBEHHOro
aHanusa B uenax obecneyeHns 4OCTOBEPHOCTH

BHyTpeHHs aHanuTuUKa ¢ ncnonb3oBaHnemM nnatpopmol TeqViser

peaynbtaToB. [lpeancraBneHHas nHdopmaums

1 BbIBOAbI MONYYEHbI C NPUMEHEHNEM UHTEN-
NneKTyanbHOW aHanMTUYeCKON CUCTEMbI BbISBNEHUS
HOBbIX PbIHKOB, MEPCMNEKTUBHbIX TEXHONOTrNI

N MeToOoB MX ncnonb3oBaHus TeqViser.

TeqViser — MHCTPYMEHT O 06beKTUBHOIO N CBOE-
BPEMEHHOIO NPUHATUS PELUEHUN, KOTOPbIN
CNOCOBEH CYLLEeCTBEHHO AOMNOMHUTL TPaAULMOH-
Hble MeTOAbl OLLEeHKM 3KOHOMUNYECKMX NEPCNneKTnB
WHHOBALIMOHHbIX Pa3paboToK N TEXHONOIMYEeCKMX
cTtapTtanos. LlndpoBble TEXHONOrMN He TONbKO
CYLLEeCTBEHHO PacLNPUIN nccnegyemyio
BbIOOPKY, HO N 3HAYUTENBHO COKPaTUAN CPOK
06paboTKN NCXOOHbIX AaHHbIX, NPeacTaBnss
pesynbTaThl U peKoOMeHgaunm ans NpuHATUS
ynpasneH4yeckux peweHunn. iccnepoBaHune
OCHOBAaHO Ha aHanMae NepBUYHbIX NCTOYHMKOB,
NPEeNMyLLECTBEHHO TEKCTOBbIX aHINOA3bIYHbIX.
[ns nonyyeHns CTPYKTYPUPOBAHHbIX AaHHbIX

N3 MOJSIy4YEeHHbIX MaCCMBOB NPUMEHSAETCS
MaLUNHHbBIN NIMHIFBUCTUYECKNIN aHanus, a Takxe
aHann3 4acToTbl YNOMUHAHUIA TOFO NN UHOTO
HanpaBfeHNs TEXHONOMrMYEeCKOro Pa3BnTUS

n coepbl Ero NPUMEHEHMNS.

BHelwHaa aHannTtuka

® y6nvkaumn 8 CMU ¢ HayyHbin ny6nukaumm @® AHanus oT4yeToB
MeXayHapOAHbIX
I KOHCaNTUHIOBbIX
” The . — KOMMaHui
Kommepeanms H Guian SSAGEJOURNALS H #1 Springer ‘
AEE H THIE U TTMES ResearchGate H Publ[med ‘ unicef¢s
{ashington PJost H E : MEDIA statista %a
e RN scoP
ELSEVIER -

\_

@ reqviser

Kewnchbl TexHonoruum

crunchbase ﬁgg{gﬁtea"

Office

NHBecTnumn ® [MaTeHTbI

CEEE

MicToYHMKaMn gaHHbIX ANs UCCNeaoBaHms cnyxat
HaKOMMEHHble 3a HECKONbKO NeT 6a3bl AaHHbIX,
KOTOpPbIE NO3BONAIOT aHannM3npoBaTb TpPeHAbl Ha
Pa3HbIX aTanax XM3HEHHOIo UnkKkna, HadynHaqa ot
peweHnd d)yHD,aMeHTaJ'IbeIX Hay4HbIX npo6neM

O6uwan 6a3a
TeqViser

1,2 MnH
nyénukaumn CMU

608 000

MHBECTULN

33 MmnH

NaTeHTOB

64 MmnH

Hay4HbIX
nyénukauuin

Puckn
B UHTEPHETe

53 000
nyénukaumn CMU

yaviele)

MHBECTULNN

%/

32 000

naTeHToB

109 000

Hay4HbIX
nyonukauum

[5]1 Metoponorus

1 3aKaH4nBas NPakTUYECKUM NPUMEHEHNEM
TEXHOMOMMIN B PbIHOYHbIX MPOAYKTaX U PELUEHUSX.
B kauyecTBe UCXOAHbIX AaHHbIX Bbl6paHbl
NepBUYHbIE HE UHTEPMNPETUPOBAHHbIE IKCNEPTaMM
CBMAETENbCTBA PA3BUTUSA TEXHONOMUN.

Puckun pna peten
B UHTEpPHeTe

PyyHon
aHanus

13 000
nyénukaumn CMU 500+

120 Hay4HbIX cTaTemn

MHBECTULNN

9 (M)

200

NaTeHTOB U peLweHnn
1000 .

naTeHToB 100
22 000 N T-koMnaHumn

HayYHbIX
ny6nvkaumin
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(O6 aBTOpAax)

>>

>>

>>

>>

BOPUC
FMA3KOB

Buue-npesngeHT
Nno cTpaTern4yeckmm
NHMLMaTMBaM

MNAO «PocTtenekom»

MAKCUM
KOHOPATbEB

AHanNUTUK,
MINDSMITH

OAPbS
BOPOHUHA

Crapwun aHannTuk,
MINDSMITH

OAHUUN
LLEPBEAKOB

Mnapwum aHanuTuk,
MINDSMITH

>>

>>

>>

>>

NABES :
KPACOBCKMU

3amecTuTenb gupekTopa
LleHTpa cTpaternyeckmx
MHHOBaLWUN

MAO «Poctenekom»

AHACTACHUA
TETEPKUHA

AHanNuUTuK,
MINDSMITH

MBAH
KJIMMOB

Okcnept MINDSMITH, goueHT
dakynbTeTa coumanbHbIX
HayK, CTapLlun Hay4HbIN
COTPYAHWK MexayHapoaHown
naboparopumn NpPUKIagHOro
ceTeBoro aHanusa HAY BLUD

Mbl BbIPAXXAEM

>>

>>

>>

PYCINAH
IOCY®OB

Ynpasnsowmn
naptHep MINDSMITH

HATAJIbA
KYPOBCKAA

AHanNnTuK,
MINDSMITH

CEPrEN
OABbIOOB

SkenepT MINDSMITH,
poueHT [lenapTameHTa
couuonorun HAY BLUS

BJTIATOOAPHOCTb 3KCNEPTAM

Anekcelo 'yceBy
AHacTacum CtapkoBom
Aptemy KanawHukoBy
Buktopy UBaHOBCKOMY
HDeHucy baTtpaHkoBy
OmMmutpuio MaHaHHUKOBY
EkaTtepuHe JleroctaeBomn
EnunsaseTte lNapwunHon
KpuctuHe Paryszoson
Mapuu 3eneHoBon
Hatanuun ®enbpomaH

Hatanbe JleanHon
Hatanbe XunmmoH4uk
OkcaHe [leMbsiHEHKO
OkcaHe Pasymoson
Onbre XypaBckou
Onbre UrHat4yeHko
PomaHy Wanupo
Pyctamy XanpetanHoBy
CeméHy PoxkoBy
Cepreto bawyk
IOnuaHe YenypHon

ANbSIHC ;
MO 3ALUMTE OETEM
B LIM®POBOW CPEAE

AnbsHC No 3awmTe geTen B undpoBomn

cpene — nepBoe B Poccun nHgyctpuanbHoe
obbeanHeHne, HanpaBNeHHOE Ha co3faHne
OpyXentobHon, KoMGopTHOM 1 6e3onacHom
ONns geTen undpoBom cpenbl, CMOCO6HOM

B MOJIHOM Mepe pPacKpbiTb TBOPYECKUN
NoTEeHUnan HOBOro NokoneHuns. AnbsHC
ocHoBanun 1 ceHTabpsa 2021 roga oeBaTb
KpynHenwmx komnaHmum Poccuu, paboTatoLmx
B chepe UT n kommyHmkaumm: «BeimnenkKomy,
«[agnpom-Mepua XonanHr», «JlabopaTtopus
Kacnepckoro», «Mera®on», MTC, VK (paHee
Mail.ru Group), «HaumoHansHasa Megua lpynna»,
«Poctenekom» n «AHOekc».

YneHbl AnbsaHca B3ann Ha cebs [obpo-
BONbHblE 0653aTEeNbCTBA, MPU3BaHHbIE
NoBbIWAaTh LMPPOBYIO rPaMOTHOCTb AeTeN,
poguTenen n neparoros, pasBmBaTtb y oeTen
HaBblKM OTBETCTBEHHOIO 1 6€30MnacHOro
NOBEAEHUS B UHTEPHETE, EMOHCTPUPOBaTh
WM BO3MOXHOCTWN CO3UJAaTENbHOrO
NCMNONb30BaHMS UMOPOBbLIX TEXHOMOM W,
dopmMMpoBaTb U NPOABUraTh NO3UTUBHBbIN

n obpasoBaTeNbHbIN KOHTEHT, pasdpabaTbiBaTb
HOBble MoAXoObl ANS 3alNTbl AETEN

B MHTEPHETE, co3aaBaTb HEOOXOAUMbIE
NHGOPMALIMOHHO-TEXHONOrMYeCckme peLueHmns
AONS 3aLNTbl MAYHBIX AaHHbBIX, IPOaKTUBHO
BbISIBNSATb W yOansiTb KOHTEHT, KOTOPbIN

MOXET NPUYUHUTL BPEeM 300POBbIO

U pasBUTUIO OETEN.

BaxHoe HanpaBneHne paboTbl AnbsaHca —
NMOCTOSIHHbIN OManor C rocyaapcTBOM U
MeXayHaponHbIMU OpraHu3aumMaMm ons
0b6beanHEeHNs YCUNMmM No 3awmTe geTen

B udpoBOM MUpeE. ANbSHC HaMeEPEH CTaTb
nMaepoM rnobanbHOM koonepawum B chepe
3alunTbl AeTCTBa B OHNAaNH-Cpeae 1 NnpoasuraTb
Ha MeXAyHapOaHbIX MMoLaaKax pOCCUNCKME
WHULMATUBBI N MOAXOObl UHCTUTYTOB
rpaxgaHCKoro obLecTBa, TEXHONOrMYECKMX~
N MegmakomMnaHun.

MoppobHasa nHpopmaums o6 AnbsaHce
N ero nesTenbHOCTU AOCTYMNHA Ha canTe:
https://internetforkids.ru
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